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Abstract:

Programs written in concurrent object-oriented languages, especially ones that employ threadsafe
reusable class libraries, can execute synchronization operations (lock, notify, etc.) at an amazing rate.
Unless implemented with utmost care, synchronization can become a performance bottleneck. Fur-
thermore, in languages where every object may have its own monitor, per-object space overhead
must be minimized. To address these concerns, we have developed a meta-lock to mediate access to
synchronization data. The meta-lock is fast (lock + unlock executes in 11 SPARC™ instructions), com-
pact (uses only two bits of space), robust under contention (no busy-waiting), and flexible (supports a
variety of higher-level synchronization operations). We have validated the meta-lock with an imple-
mentation of the synchronization operations in a high-performance product-quality Java™ virtual

machine and report performance data for several large programs.
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1 Introduction

Shared-memory multi-processor systems have become mainstream, even in the personal com-
puter market. Simultaneously, the concurrent object-oriented Java™ programming language [2]
has experienced explosive growth. As a result, significant effort is being devoted to implementing
both the sequential and parallel features of this language, e.g., [3, 13, 14, 21, 25]. This paper
focuses on the latter area, proposing a new implementation of synchronization operations that, we
believe, possesses an attractive set of trade-offs between space, time, and assumptions about the
underlying hardware. Implementors of the Java language’s synchronization operations are chal-
lenged on two fronts:

« FrequencyMost Java programs synchronize extremely frequently. This occurs because stan-
dard class libraries, including commonly used data types such as vectors and buffers, have been
designed for the general multi-threaded case. To give just one example, we measured on the
SPECjvm98 version of javac [26], a source-to-bytecode compiler, and found that on a high-
performance virtual machine, EVMthis program executes 765,000 synchronization opera-
tions per second.

« Ubiquity. The Java language, unlike most concurrent languages, does not define a particular
type of synchronizable object such as a monitor or a mutex. Instead, any object, including, for
example, strings and arrays, can be synchronized upon. This design offers the programmer a
simpler and more regular language, but presents an obstacle to the language implementor: syn-
chronization must be implemented at a low per-object space cost. More preciselyilityeto

1. EVM, the Java virtual machine known previously as ExactVM, is embedded in Sun’s Java Pi®Diction
Release, available at http://www.sun.com/solaris/java/.



synchronize must be provided at a low space casttial synchronization can use additional
space since, in practice, programs synchronize on a small fraction of objects. For example,
javac, discussed above, synchronizes on about 6% of allocated objects.

Frequency demands time-efficiency while ubiquity demands space-efficiency. This paper presents
a new synchronization scheme that, we believe, attains good all-around performance: synchroni-
zation executes at close to the speed of the hardware operations while reserving only two bits in
each object. Our algorithm, in its basic form, uses a two-level (“meta”) locking scheme, with an
optional extension that fuses the two levels for higher performance in uncontended cases.

We assume the arbitrary interleaving implied by preemptive thread scheduling: no other assump-
tion makes sense on multiprocessors, and, moreover, even on uniprocessors lack of preemption
can lead to unfair (and unintuitive) thread scheduling. It may seem that synchronization opera-
tions could be elided for many programs with only a single thread. In reality, however, no program
written in the Java language is single-threaded, since, in addition to the main thread created by
user code, the class libraries create special threads to handle finalization and various forms of
weak references [27]. More significantly, perhaps, commonly used graphics libraries, such as the
Abstract Windows Toolkit (AWT), create threads.

The rest of this paper is organized as follows. Section 2 informally describes the Java language’s
synchronization operations, at both the source and bytecode levels. Section 3 reviews previous
work most closely related to our synchronization algorithm. Section 4 describes our basic two-
level algorithm, and Section 5 gives an informal correctness proof. Section 6 discusses extensions,
including a fast path that fuses the primary and meta-lock levels, and other optimizations that are
important for good performance. Section 7 presents performance data to quantify the behavior of
our algorithm. Section 8 offers final conclusions and some directions for further work.

2 Background

Java virtual machines (JVMs) do not execute source code directly. Instead, they execute bytecode
obtained from binary class-files that are produced by a source-to-bytecode compiler such as javac.
Thus, JVMs must implement the bytecode-level synchronization operations, not the source-level

synchronization operations. The distinction is important because the bytecode-level operations
are more general than the source-level operations.

2.1 Source-level synchronization

The Java language provides mutual exclusion in two syntactic fornsyndhronized methoof
an object obtains a lock on the object, executes the method, and releases thedgokhnized
statement synchronize (exp) { ...actions... } , evaluates the expression to
obtain an object that is locked for the duration of the specified actions.

The synchronization operations in the Java language are reentrant (recursive): synchronized state-
ments on the same object can nest, synchronized methods can invoke other synchronized meth-
ods, and the two can be mixed. Consequently, the underlying lock and unlock operations must do
some form of counting. Both synchronized methods and statements are “block structured,” forc-
ing perfect nesting of locking operations. At the source level, there is no way to express unbal-



anced locking operations. In particular, exception-throwing and returning out of locked regions
unlocks as necessary. However, as we shall see below, the story is different at the bytecode level.

To facilitate communication between threads, the Java language defaies notify , and
notifyAll operations. Like locking, these operations are performed relative to an object. Prior
to executingwait andnotify [All ], a thread must first lock the target object. Informally,
wait fully releases the lock and suspends the current thread. This allows other threads to obtain
the lock. The waiting thread becomes eligible to run again when another thread performs a
notify ~ operation on the object, a specified time has elapsed, or an asynchronous interrupt is
delivered to the thread. Theotify  operation wakes one waiting thread, whereasfyAll

wakes all waiting threads (when no threads are waiting, both operations are no-ops). When a wait-
ing thread wakes up, it reacquires the lock the same number of times it held it pwairtta The

lock reacquisition puts the thread into competition with other threads attempting to acquire the
lock, including both other awakened waiters and threads attempting to execute a synchronized
method or statement. Once a waiting thread has reacquired the lookathe operation com-
pletes. To simplify matters, in this paper we shall not discuss interrupts further, except to note that
in most of our implementation, an interrupt is handled similarly to a time-out.

2.2 Bytecode-level synchronization

Having described synchronization at the source level, we now turn to the bytecode level. In byte-
code, method synchronization is performed as part of the call/return sequence: if the
acc_synchronized attribute is set on a method, the call sequence must acquire the lock (one
more time) and the return sequence must release it once. Statement synchronization is expressed
using a bytecode paimonitorenter and monitorexit  , which lock and unlock, respec-
tively, the object referenced by a value popped from the JVM’s “operand stack.” Unfortunately,
while the bytecode representation of synchronized methods is inherently well-nested, there is no
such guarantee fononitorenter ~ andmonitorexit . Nothing prevents bytecode from con-
taining instruction sequences like “loék lock B, unlock A, unlockB,” which has no equivalent

Java source code. The loss of block structure at the bytecode level makes it difficult to stack allo-
cate locking-related data structures. Consequently, to handle non-LIFO locking and unlocking,
our implementation uses a free-list allocator (see Section 6.1).

Conceivably, a static analysis of bytecode could conservatively “paimuuiitorenter and
monitorexit instructions in most cases, allowing subsequent execution to assume perfect
nesting. We would expect this analysis to succeed most of the time on bytecode resulting from
translation of Java source code. In general, however, the problem is undecidable, and it would be
incorrect to reject bytecode for which the analysis fails, because such bytecode is still legal in the
sense that it passes the bytecode verifier [18]. To further complicate the picture, JNI, the Java
Native Interface, grants native code access to synchronization in the form of lock and unlock
operations, so even if all bytecode can be shown to be structured, a fall-back mechanism would
still be needed for synchronization by native code.

Finally, thewait andnotify [All ] operations have no direct representation at the bytecode
level, but instead are implemented as native methods of the top-most class
(java.lang.Object ).



3 Related work

There is a large general literature on synchronization primitives and their implementation. Dijk-
stra [9] and Lamport [16] present subtle algorithms that achieve mutual exclusion assuming only
that individual reads and writes are atomic. Fortunately, modern architectures provide composite
instructions such as compare-and-swap that read and write a memory location in a single atomic
step, greatly simplifying the mutual exclusion problem and eliminating the need for such subtlety.
We shall refer to the composite atomic instructions simply as “atomic instructions.” Weakly con-
sistent memory models, which allow different processors to observe memory operations as occur-
ring in different orders, may require the use of memory barrier instructions to reintroduce
consistency, whether using individual reads and writes or atomic instructions.

In its broad structure, our meta-lock resembles the MCS-lock of Mellor-Crummey and Scott [20].
The MCS-lock uses an atomic swap for lock acquisition and an atomic compare-and&aap (

for lock release in much the same way as does our meta-lock algorithm. The MCS-lock has many
of the same properties as our meta-lock, including starvation freedom and FIFO access to the
lock. However, the details are quite different and, in particular, contention results in busy-waiting.
Also, space-efficiency is not as extreme a concern in the context of their work. Magreisgon

[19] survey locking schemes related to MCS-locks, and describe two new locking schemes that
offer different performance trade-offs.

Brinch Hansen [11] and Hoare [12] coined the termanitor, and provided the nomenclature used

by the Java language. There are several ways, however, in which the monitors in the Java language
differ from the original: any object may be used as a monitor, monitors may be entered recur-
sively, and monitors provide a single implicit, rather than possibly several explicit, “condition
variables.” Birrell gives an excellent tutorial on programming with “standard” synchronization
primitives [5]. As we have discussed, the synchronization primitives of the Java platform are diffi-
cult to implement in a manner that is both time- and space-efficient. Scalability to multiprocessor
systems is another important concern. We shall now discuss some previous implementations
focusing on the approach they take to trading off these concerns.

The original IDK™ implementation of the Java virtual machine [18] provides a space-efficient
monitor implementation, but one that is not particularly time-efficient or scalable. This design
requires that each object has a unique identifier valid over its lifetime. The actual implementation
uses arpbject tablewhose entries are calldthndles providing an extra level of indirection to
facilitate object compaction. The handle address of an object remains constant during the object’s
lifetime, and can therefore serve as a unique identifier. A global table calleddhé&or cache

maps object handle addresses to monitor structures that can be used to perform the actual syn-
chronization operations. When a thread synchronizes on an object, it first ensures that the monitor
cache maps the object to a monitor, creating and installing the monitor in the table if necessary.
This approach has no fixed per-object space cost, using only space proportional to the number of
entries in the monitor cache. However, it is fairly time-inefficient, since each synchronization
operation must first do (at least) a table lookup to locate the monitor associated with the object.
Further, it is not very scalable. The monitor cache is a global data structure that is accessed con-
currently. To make this concurrent access safe, the monitor cache is protected by a lock. Thus, all
synchronization operations obtain a single lock, an obvious source of contention. The monitor
cache locking also adds some cost in the uncontended case.



Baconet al. [3] propose a clever scheme motivated by many of the same concerns as ours. In this
design, 24 bits of each object header are devoted to locking. One bit indicates whether the object
has athin or fat lock. If it has a thin lock, then all necessary locking information is contained in
the remaining 23 bits. If it has a fat lock, then the remaining 23 bits are an index into an array of
pointers to fat lock structures that, much like monitors, hold the necessary data for the synchroni-
zation operations. Thin locks are used as long as the lock is uncontended, and is not recursively
locked more times than can be represented in a count field of the thin lock; if either condition is
violated, the lock representation is “inflated.” This design does well at optimizing the expected
common case of uncontended locking and unlocking. Locking requires a small number of instruc-
tions, with only one atomic instruction in the fast path, and unlocking requires no atomic instruc-
tion. However, thin locks leave some issues to be addressed:

+ ContentionWhen there is contention on a lock for the first time, all threads that do not acquire
the lock musbusy-wait(a.k.a. spin) until the lock is released. Unbounded busy-waiting is gen-
erally undesirable but, as the authors point out, busy-waiting is done at most once in the life-
time of a given object. Still, it would not be hard to construct a program that does contended
locking on many short-lived objects, causing a great deal of busy-waiting.

« Lack of deflationLock deflationis not discussed; once a lock becomes fat, it remains fat.
While this is not an issue for most programs, one could imagine a long-lived program in which
many long-lived objects are locked with contention at some point in their lifetimes. Absent
some form of deflation, such a program would consume a large amount of memory for fat
locks.

« Space consumptiof.hin locks use 24 bits. This is a significant overhead since the average
object size for most programs is quite small [8].

In other related work, monitor implementations have been proposed that exploit cooperative
thread scheduling [14] or make special provision for faster execution of single-threaded programs
[21, 24]. As we have already noted, we assume preemptive scheduling, and desire algorithms that
work well for both single- and multi-threaded programs, so we shall not discuss these restricted
schemes further.

In [4], Bak describes how an early version of Sun’s HotSpot™ JVM locks objects by replacing an
object header word with a pointer to an external lock structure, displacing the original contents of
the header word into the lock structure. Two low-order bits in the header word encode its format.
HotSpot stack allocates lock structures for efficiency. Furthermore, this stack allocation allows
fast recursive locking by enabling efficient verification that an object is locked by the current
thread: if the lock structure address is sufficiently close to the current stack pointer to guarantee
membership in the same thread stack, the current thread must be the lock owner. In non-preemp-
tive thread systems, locking and unlocking can be implemented straightforwardly. In preemptive
systems, a more complicated test-and-set protocol on one of the bits in the header word grants
exclusive access to at most one thread; other threads busy-wait for their turn.

We borrow HotSpot's idea of displacing a header word and using some bits of the word to encode
its format and the lock state. We use a different allocation scheme to support non-block-structured
synchronization and employ a busy-wait-free protocol to protect the header word.



4 Qur algorithm

In any concurrent environment, there must be some protocol observed by threads as they manipu-
late thesynchronization dataf objects, that is, the data structures that manage synchronization
operations. Typically, the protocol specifies when a thread may access or manipulate an object’s
synchronization data. For example, the thin-locks approach relies on an invariant whereby only a
thread owning the lock on an object may modify that object’s synchronization data. Other
approaches, like ours, allow any thread to update this information. The key to our approach is a
time- and space-efficient meta-lock associated with the synchronization data of each object. The
typical pattern for synchronization operations in our system is:

1. Obtain the object’s meta-lock to ensure exclusive access to the object’s synchronization data.
2. Manipulate the synchronization data of that object. This operation should be fast.
3. Release or hand off the object’s meta-lock.

Meta-locks play a similar role as the auxiliary spin-locks seen in many implementations of
POSIX threads [6, 17]. These spin-locks provide brief exclusive access to the synchronization
state maintained in records representing programmer-level mutexes and condition variables.

We shall use the term “monitor-lock” to denote the lock abstraction exported by the Java virtual
machine to avoid confusion with the meta-lock used in its implementation. Because meta-lock
acquisition occurs in FIFO order, the above pattern allows a number of fairness policies at the
monitor level. The rest of this section describes our algorithm in detail: Section 4.1 presents the
data structures involved, Section 4.2 the meta-lock algorithm, Section 4.3 the implementation of
the monitor-level lock and unlock operations, and Section 4.4 the implementation of wait and
notify.

4.1 Data structures

Synchronization involves three entities: threads, objects, and lock records. We describe the rele-
vant parts of the data structures that implement them and how they interact during synchroniza-
tion.

Threads We call the data structure that holds thread-specific stagg@cution environmegEE).
SinceEEs and threads correspond one to dBE addresses are well-suited as unique thread iden-
tifiers. Figure 1 shows the fields EEs that the synchronization code uses as well as an initializa-
tion function that sets the fields to their steady-state values. The mutexes and condition variables
in the EEs are used to avoid busy-waiting when contention requires threads to wait for their turn to
lock an object, while other fields serve to exchange information between threads synchronizing on
the same object.

Objects Figure 2 shows the object layout in EVM. Because every object may potentially be used
for synchronization, it is critical to minimize the per-object space overhead. Objects have two-
word headers. The first word points to the object’s class. Only the second word is used for syn-
chronization, but it serves other purposes as well, such as holding a hagmudckgﬁrbage-col-

2. EVM uses a handle-less copying memory system, so object or handle addresses cannot be used as hash codes.



typedef struct execenv {

Thread thread; /* ExecEnv is a subtype of Thread. */
mutex_t metaLockMutex; /* Used by slow-path meta-lock/unlock. */
condvar_t metal.ockCondvar; /* To wait for meta-lock hand-off. */
bool_t gotMetalockSlow; /* Wait for predecessor to give bits.  */
bool_t bitsForGrab; [* Wait for successor to grab bits. */
BitField metalLockBits; [* Space to get/give releaseBits. */
ExecEnv *succEE; /* Next thread to get the meta-lock.  */
mutex_t monitorLockMutex; /* Used by slow-path lock/unlock. */
condvar_t monitorLockCondvar; /* To wait for monitor acquisition. */
bool_t isWaitingForNotify; /* Am waiting for notification. */
.. other fields ...

} ExecEny;

void initializeEE(ExecEnv *ee) {
ee->gotMetalLockSlow = FALSE;
ee->bitsForGrab = FALSE;
ee->isWaitingForNotify = FALSE;
ee->succkEE = NULL;
... initialize other fields ...

Figure 1. Per-thread (execution environment) fields used for synchronization
and their steady-state values

lector age information, so we call it theulti-useword. We employ deader word displacement
technique invented by our colleague Lars Bak [4]. The two least significant bits in the multi-use
word, called thelock bits hold thelock state,which serve as a format indicator and simulta-
neously encode meta-lock information for the object. Figure 3 shows the four possible lock states
and their formats. Objects are created inlWeUTRALstate (in fact, the majority of objects never
leave this state), remain in this state as long as no thread synchronizes on them, and return to
NEUTRALonce synchronization ceases. A monitor-locked object is inLtDEKEDstate. The

high 30 bits of the multi-use word hold a pointer to synchronization dati@dla record see
below) that indicates which thread owns the monitor-lock and also stores the displaced hash and
age information. Th&VAITERSstate is entered when a thread releases the monitor-lock while
other threads are waiting to acquire the lock or to be notified: the object is no longer monitor-
locked, but the state must be distinguished fiEBUTRALbecause the remainder of the multi-

use word still points to synchronization data. The fourth and final SBE#&Y indicates that the
object is meta-locked. In this case, the high part of the multi-use word contairsElo¢ the

thread that has the meta-lookthe EE of a thread attempting to acquire the meta-lock, as will be
explained in Section 4.2. A minimum of two lock bits are required since we must distinguish three
states: is the object meta-locked or not, and, if not, whether the remaining bits of the multi-use
word contain their original contents or a pointer to a data structure into which those contents have
been displaced. However, while the minimum is three states, efficiency favors use of all four bit
patterns, allowing th& OCKEDand WAITERSstates to be distinguished in the lock bits rather
than by a bit in the synchronization data.

Lock records.Most synchronization data is kept not in objects butotkRecord s. A lock

record represents a thread for the purpose of synchronization on a particular object. Figure 4
shows the fields of a lock record: the owner thread, the number of times the thread has locked the
object (recall that monitor-locks are recursive), a field for the displaced hash and age information,



class ptr
all synchronization " q > header words
is done on this fiel multi-use wor

user-defined
fields

object

Figure 2. Object layout in EVM

NEUTRAL WAITERS
hash code age Lock (00 LockRecord (LR) Lock (10
25 bits 5 bits 2 bits 30 bits 2 bits
LOCKED BUSY
LockRecord (LR) Lock (01 Execution environment (EE) Lock (1L)
30 bits 2 bits 30 hits 2 hits

Figure 3. Possible states for an object’s multi-use word

a queue field for linking the lock records of all threads that synchronize on a given object, and a
free-list field for linking lock records when they are not in use (see Section 6.1). Figure 4 also
shows an object with three lock records on its lock queue. In this example, the dtQE€KED

so one of the lock records belongs to a thread that holds the monitor-lock. In our implementation,
new lock records are appended to the end of the queue (FIFO order) and stay in order, except that
when a thread acquires the monitor-lock, it moves its lock record to the front so that the first lock
record of a locked object always belongs to the thread that holds the monitor-lock.

An object’s meta-lock protects its synchronization data, which we can now define precisely as
comprising the multi-use word, including the lock queue pointer (when there is one) and the lock
records in that queue. For example, if a thread wants to place a lock record in the queue to wait for
its turn to acquire the monitor-lock, it meta-locks the object to gain exclusive access to the queue,
appends its lock record, and then releases the meta-lock. Similarly, to read or write the hash code
of an object, meta-locking must be done (though it is possible to optimize reads of immutable
fields, like the hash code, most of the time).

4.2 Meta-locking: exclusive access to synchronization data

Figure 5 shows the non-contention (fast-path) code for obtaining and releasing an object’s meta-
lock. A thread attempts to gain the meta-lock by using an atomic swap operation to replace the
object’s multi-use word with a word consisting of a reference to the thrédeland the low-order

bits representing thBUSYstate. If the word returned by the swap operation has low-order bits in



typedef struct LockRecord_s LockRecord; class ptr

struct LockRecord_s { 4 4
ExecEnv *owner; /* Owner thread. */ // 1 e
int lockCount;  /* # recursive locks. */ —101
BitField storedBits; /* Hash and age. */ lock lock lock
LockRecord *queue; /* Lock queue on obj. */ record record record
LockRecord *nextFree; /* Free-list. */

h

locked object

Figure 4. A lock record and how they are chained out of the multi-use word of

an object
BitField getMetalock(ExecEnv *ee, Object *obj) { void releaseMetalLock(ExecEnv *ee, Object *obj,
BitField releaseBits) {

BitField busyBits = ee | BUSY; BitField busyBits = ee | BUSY;
BitField lockBits = BitField lockBits = CAS(releaseBits, busyBits,

SWAP(busyBits, multiUseWordAddr(obj)); multiUseWordAddr(obj));
return getLockState(lockBits) |= BUSY ? if (lockBits != busyBits)

lockBits : getMetaLockSlow(ee, lockBits); releaseMetal.ockSlow(ee, releaseBits);

} }

Figure 5. Fast paths for meta-lock operations

any state other thaBUSY the thread has acquired the meta-lock and may proceed. However, if
the returned word’s low-order bits indicate the objedBI$SY then some other thread holds the
meta-lock, so the current thread involgetMetaLockSlow() . In this case, the threads con-
tending for the meta-lock are totally ordered by the order in which the swap instructions occurred.
The first thread in this order knows, since it acquired the meta-lock, that it has no predecessor, and
every other thread knows its predecessor frontEthen the word read by the swap.

A thread acquires the meta-lock to perform some operation on the synchronization data. At the
end of this operation, it releases the meta-lock and sets the multi-use word of the object to a value
appropriate to the new state of the synchronization data. This new value may be aBY8dn-
value; the operation might release the lock and restore the displaced multi-use word bits and the
NEUTRAUock state, or it might change the queue pointer to point to a new lock record, or it
might leave the multi-use word unchanged. In any case, call this new multi-use word value the
release bitof the operation. To accomplish the meta-lock release, a thread uses an atomic com-
pare-and-swapdAS operation to atomically compare the current contents of the object’s multi-
use word with what it had written there (i.e., E& and theBUSYstate) and, if it is still the same,

write the release bits. If the comparison fails, then some other thread has attempted to obtain the
meta-lock and is now waiting for its turn. In this case, the releasing thread will “hand off” the
meta-lock to the next thread in the order induced by the swap operations, by caléage-
MetaLockSlow() . The aim is to reach the state that would have been reached if the releasing
thread had completed its meta-lock release, writing out itsBldB-Yrelease bits, before its suc-
cessor performed its atomic swap operation, causing that operation to read the predecessor’s
release bits.

The main complication in the slow-path meta-lock hand-off is that each thread in the atomic swap
total order knows the identity of its predecessor, but not of its successor. (Note that the changed



multi-use word value that causes the fast path of meta-lock release torfatlnecessarily that of

the releasing thread’s successor; several threads may have performed swaps since the current
thread acquired the meta-lock, and the value present will refledEhef the last such thread.)
Because of this asymmetry, the hand-off from a predecessor to its successor synchronizes using
state in the predecessoBEE As we saw in Figure 1, that state includes a mutex and condition
variable paiimetaLockMutex /metaLockCondvar , a field to record the successoEg, and

several booleans used to coordinate the transfer of the value of the release bits. The mutex is used
to ensure that the threads participating in the hand-off update the other fields in the correct order.
The condition variable is used to block whichever thread enters the hand-off first until the other
thread is ready to complete the transaction.

The hand-off protocol proceeds in one of two ways, as shown in Figure 6. The predecessor thread
releasing the meta-lock and the successor thread attempting to acquire it “race” to aczfaire
LockMutex in the predecessor threa®&. If the predecessor thread wins the race, it will set the
bitsForGrab  field in its EE to TRUE If the successor thread wins the race, it will change the
succkE field of its predecessorBE from the default value oNULL to the address of its own

EE Thus, each thread may determine whether it won the race by noting whether the competitor
has made the corresponding change.

Case 1: successor (acquiring) thread wins radéhen the successor thread obtains the mutex and

its predecessorkitsForGrab  field is FALSE, it knows it acquired the mutex before the prede-
cessor. In this event, it updates the predecesssaunssEE , and waits for the predecessor to com-

plete the transaction. When the predecessor acquires the mutex, it notes from it lolovalue

in its succkE field that the successor went first, and therefore completes the meta-lock hand-off
by setting the successorsetaLockBits to the release bits, settimgptMetaLockSlow to

indicate that those bits are valid, and waking the successor by signalktaj_ockCondvar

Finally, the predecessor releases the mutex, allowing the successor to continue, having acquired
the meta-lock.

Case 2: predecessor (releasing) thread wins rdadere the predecessor thread determines that it
acquired the mutex first by noting that gaccEE field is still NULL It does not know the iden-

tity of its successor, but it knows that the successor knows its identity. Thus, it setethe
LockBits field of its EE to the proper release bits value, and setshit&-orGrab  field to
TRUEto indicate that those bits are valid, and waits for the successor to read the bits (releasing the
mutex in the process). The successor thread obtains the mutex, sees that its predéasssor’s
ForGrab is TRUE and thus realizes that it has acquired the mutex second, and that the release
bits are available in its predecessarigtaLockBits  field. It copies those bits, resets the prede-
cessor'shitsForGrab  to the default value oFALSEto indicate that the hand-off is complete,
signals its predecessor’s condition variable to inform it of that fact, and, finally, releases the
mutex.

The meta-lock protocol guarantees that threads obtain the meta-lock in the order determined by
the execution of the atomic swap operations. A thread need only wait for threads ahead of it in the
swap order, so if no thread blocks indefinitely while holding the meta-lock, all threads attempting
to acquire the meta-lock will eventually succeed.

Armed with this meta-lock, we now proceed to implement the monitor operations: lock, unlock,
wait, and notify. Because the meta-lock arbitrates access among contending threads, we can
implement monitor operations using a number of different data structures and offer a variety of

10



BitField getMetaLockSlow(ExecEnv *ee, void releaseMetalockSlow(ExecEnv *ee,

BitField predBits) { BitField releaseBits) {
BitField bits; [* We are in a race with our successor to
ExecEnv *predEE = busyEE(predBits); lock ee->metaLockMutex; the winner of
assert(getLockState(predBits) == BUSY); the race waits for the loser. */
mutexLock(&predEE->metalLockMutex); mutexLock(&ee->metalockMutex);
if (\predEE->bitsForGrab) { if (ee->succEE) {
/* Won the race: */ /* Lost the race: */
predEE->succEE = ee; assert(lee->succEE->bitsForGrab);
do { assert(!ee->bitsForGrab);
condvarWait(&predEE->metalLockCondvar, assert(!ee->succEE->gotMetalockSlow);
&predEE->metal ockMutex); ee->succEE->metalockBits = releaseBits;
} while (lee->gotMetaLockSlow); ee->succEE->gotMetalockSlow = TRUE;
ee->gotMetaLockSlow = FALSE; ee->succEE = NULL;
bits = ee->metal ockBits; condvarSignal(&ee->metaLockCondvar);
}else { }else {
/* Lost the race: */ /* Won the race: */
bits = predEE->metaLockBits; ee->metalockBits = releaseBits;
predEE->bitsForGrab = FALSE; ee->bitsForGrab = TRUE;
condvarSignal(&predEE->metaLockCondvar); do{
condvarWait(&ee->metaLockCondvar,
mutexUnlock(&predEE->metal. ockMutex); &ee->metal.ockMutex);
return bits; } while (ee->bitsForGrab);
} }

mutexUnlock(&ee->metalockMutex);

}
Figure 6. Slow paths for meta-lock operations

semantics [7]. We have chosen an implementation that uses a simple linked list of lock records
and gives equal preference to awakened waiters and newly arrived threads.

4.3 Locking and unlocking objects

Acquiring and releasing the monitor-lock of an object corresponds to entering and exiting the
object’s monitor. Figure 7 shows the fast-path implementation for these operations. Most com-
monly, the object being monitor-locked is either unlocked—MNEUJTRALor WAITERSstate—

or being locked recursively. In these cases, the locking thread simply updates the object’'s syn-
chronization data; it need not interact with other threads. Likewise, when unlocking an object,
there are two cases that involve no interaction with other threads: the unlocking thread has recur-
sively locked the object, in which case it simply decrements the lock count; or there are no other
threads attempting to acquire a singly-held lock, in which case it restores the displaced multi-use
word value, which has tidEUTRALock state.

The remaining cases involve threads contending for the monitor-lock; see Figure 8. Much as in
meta-lock hand-off, we use a per-thread mutex and condition variable to coordinate acquiring and
releasing threads. When a thread attempts to acquire a monitor-lock but finds it locked, it sus-
pends on a condition variable in its oW, waiting to be signalled by a lock-releasing thread that

it should re-attempt the acquisition. When the acquiring thread receives this signal, it repeats the
lock-acquisition slow path: it acquires the object’s meta-lock and checks the object’s lock state. If
the state is now different frohOCKED it adjusts the synchronization data to indicate that it
holds the monitor-lock and releases the meta-lock; if the stat®@GKEDthe thread releases the
meta-lock and waits again.
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bool_t monitorEnter(ExecEnv *ee, Object *obj) {
BitField r = getMetaLock(ee, obj);
LockState state = lockState(r);
if (state == NEUTRAL) {
[* Establish locking by this thread. */
LockRecord *Ir = allocLockRecord(ee);
Ir->storedBits =r;
releaseMetalock(ee, obj, Ir | LOCKED);
} else if (state == LOCKED) {
LockRecord *ownerLR = lockRecord(r);
if (ownerLR->owner == ee) {
/* Recursive locking. */
ownerLR->lockCount++;
releaseMetalLock(ee, obj, r);
}else {
LockRecord *Ir = allocLockRecord(ee);
ownerLR->queue = appendToQueue(ownerLR->queue,
Ir);
monitorEnterSlow(ee, obj, r);

}

} else if (state == WAITERS) {
[* obj is unlocked but has threads waiting

for notification. */

LockRecord *Ir = allocLockRecord(ee);
LockRecord *firstWaiterLR = lockRecord(r);
Ir->queue = firstWaiterLR;
Ir->storedBits = firstWaiterLR->storedBits;
releaseMetalock(ee, obj, Ir | LOCKED);

}
return TRUE;

bool_t monitorExit(ExecEnv *ee, Object *obj) {

BitField r = getMetalLock(ee, obj);
LockRecord *ownerLR = lockRecord(r);
LockState  state = lockState(r);

if (state == LOCKED && ownerLR->owner == ee) {
assert(ownerLR->lockCount >= 1);
if (ownerLR->lockCount == 1) {
[* Last release: will not have lock
after this operation. */
if (ownerLR->queue == NULL) {
/* No-one waiting. */
assert(lockState(ownerLR->storedBits)
== NEUTRAL);
releaseMetalock(ee, obj,
ownerLR->storedBits);
}else {
/* There is a queue. Release
with wakeup call. */
ownerLR->queue->storedBits =
ownerLR->storedBits;
monitorExitSlow(ee, obj, ownerLR->queue);
ownerLR->queue = NULL;

recycleLockRecord(ee, ownerLR);
}else {

[* Still has lock after this. */

ownerLR->lockCount--;

releaseMetal.ock(ee, obj, r);

}else {

} releaseMetal.ock(ee, obj, r);
throwlllegalMonitorStateException();
return FALSE;

}
return TRUE;
}

Figure 7. Fast paths for monitor-lock operations

void monitorEnterSlow(ExecEnv *ee, Object *obyj, void monitorExitSlow(ExecEnv *ee, Object *obj,
BitField r) { LockRecord *Ir) {

LockRecord *Ir; ExecEnv *wakeEE = wakeupEE(Ir);

while (lockState(r) == LOCKED) { if (wakeEE) {
mutexLock(&ee->monitorLockMutex); mutexLock(&wakeEE->monitorLockMutex);
releaseMetal.ock(ee, obj, r); releaseMetal.ock(ee, obj, Ir | WAITERS);
condvarWait(&ee->monitorLockCondvar, condvarSignal(&wakeEE->monitorLockCondvar);

&ee->monitorLockMutex); mutexUnlock(&wakeEE->monitorLockMutex);

mutexUnlock(&ee->monitorLockMutex); }else {
r = getMetaLock(ee, obj); releaseMetaLock(ee, obj, Ir | WAITERS);

} }

assert(lockState(r) == WAITERS); }

Ir = moveMyLRToFront(ee, lockRecord(r));
releaseMetal.ock(ee, obj, Ir | LOCKED);

Figure 8. Slows path for monitor-lock operations

To release a contended monitor-lock, a thread first obtains the meta-lock. Then it removes its own
lock record from the queue. Subsequently, it calkeupEE() to find the first thread on the

lock queue that is waiting to acquire the lock. If there is such a thread, it is signalled. Then, the
releasing thread performs a meta-lock release to write out the shortened lock queue and set the
lock state toWAITERS (We have elided code that optimizes away redundant signalling on wait-
ing threads.) Thus, at the monitor-lock level, unlike the meta-lock level, we do not use a hand-off:
the releasing thread does not give the monitor-lock to a waiting thread but merely invites the wait-
ing thread to re-attempt the acquisition.
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void monitorWait(ExecEnv *ee, Object *obj,
java_long millis) {

BitField r = getMetalLock(ee, obj);
LockRecord *ownerLR = lockRecord(r);
LockState  state = lockState(r);

if (state == LOCKED && ownerLR->owner == ee) {
mutexLock(&ee->monitorLockMutex);
ee->isWaitingForNotify = TRUE;
monitorExitSlow(ee, obj, ownerLR);
if (millis == TIMEOUT_INFINITY)
condvarWait(&ee->monitorLockCondvar,
&ee->monitorLockMutex);
else
condvarTimedWait(&ee->monitorLockCondvar,
&ee->monitorLockMutex, millis);
ee->isWaitingForNotify = FALSE;
mutexUnlock(&ee->monitorLockMutex);
r = getMetalLock(ee, obj);
monitorEnterSlow(ee, obj, r);
}else {
releaseMetalock(ee, obj, r);
throwlllegalMonitorStateException();
}
}

void notifyOneOrAll(ExecEnv *ee, Object *obj,
bool_t one) {

BitField r = getMetalLock(ee, obj);
LockRecord *ownerLR = lockRecord(r);
LockState  state = lockState(r);

if (state == LOCKED && ownerLR->owner == ee) {
LockRecord *q = ownerLR->queue;
while (q) {
if (g->owner->isWaitingForNotify) {
g->owner->isWaitingForNotify = FALSE;
if (one) break;
}

g = g->queue;

releaseMetalock(ee, obj, r);
}else {
releaseMetaLock(ee, obj, r);
throwlllegalMonitorStateException();
}
}

void monitorNotify(ExecEnv *ee, Object *obyj) {
notifyOneOrAll(ee, obj, TRUE);
}

void monitorNotifyAll(ExecEnv *ee, Object *obj) {
notifyOneOrAll(ee, obj, FALSE);
}

Figure 9. Wait and notify code

4.4 Waiting and notifying

Figure 9 shows the remaining two monitor operations: wait and notify. The Java language specifi-
cation requires that the thread performing them must hold the object’s monitor-lock, otherwise the
operations throw an exception. A thread waits by acquiring the meta-lock, settingy/\lag-

ingForNotify

field in its EE, and releasing the monitor-lock and meta-lock (i.e., setting the

lock state toWAITERS. It then waits until a notification operation makes it a potential lock con-
tender again, and some monitor-lock release operation signals it to actively contend, or until some
amount of time specified in the wait operation has elapsed. A notifying thread similarly acquires
the meta-lock. Then it walks the queue of lock records, looking for threads waiting for notifica-

tion—ones whosésWaitingForNotify
cate that they have been notified. Trinatify()
its booleannotifyAll()
the meta-lock.

field is TRUE—and resetting this boolean to indi-
operation finds the first such thread and resets
traverses the entire lock queue. Finally, the notifying thread releases

Since some styles of concurrent programming result in a high frequency of notifications, our
implementation has further optimized the notify code (the optimization is not shown in the fig-
ure). The idea is that a simple read of the multi-use word most of the time suffices to grab the root
of the lock queue. If the read fetches a word IDCKEDstate, the notifying thread can verify that

it holds the monitor-lock and walk the queue without holding the meta-lock. The correctness of
this optimization relies on two properties: a new thread waiting for a notify cannot appear in the
gueue (because the notifying thread holds the monitor-lock), and other threads that join the queue
do so at the end (so the queue is never disconnected). See also Section 6.3 for an alternative
implementation in which notify does no queue walking.
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5 Correctness

Below, we will informally argue the correctness of the meta-lock protocol by showing, operation-
ally, that it guarantees mutual exclusion and freedom from lockout. Without loss of generality, we
can focus our attention on a single object that is subject to locking by the meta-lock protocol. (A
formal proof that the meta-lock guarantees mutual exclusion and freedom from lockout uses,
respectively, Lamport’s method of inductive assertions as exemplified in [15] and the Owicki-
Lamport technique of [23].)

5.1 Mutual exclusion

Assume that a threa@ll attempts to obtain the meta-lock by calliggtMetaLock() . There
are two cases to consider according to whetfiereads a noBUSYor aBUSYstatus from the
atomic swap irgetMetalLock()

Case 1:T1 reads nonBUSY n this caseT1 has the meta-lock, and we need only show that no
other threadl” can now obtain the meta-lock befofd has released the meta-lock. For this,
observe that, following the swap Gyl, the header word hasBlUSYstatus. Thus, any thread

that tries to obtain the meta-lock beforé has released the meta-lock will rea8d@SYstatus. In
particular, the first subsequent thre@@ to attempt to obtain the meta-lock will readl'k,
BUSY. In this case T2 will need to executggetMetalLockSlow() to obtain the meta-lock
from T1, its predecessor. We show below tA& will be unable to obtain the meta-lock at least
until T1 executes the meta-lock release code. Similarly, any subsequent attempts to obtain the
meta-lock (whileT1 is in possession of the meta-lock) will stall with each thread waiting to
obtain the meta-lock from its predecessor in the sequence. THuss guaranteed exclusive
access.

Case 2:T1 readsBUSYAssume thal'l reads 90, BUSYs from the header word, whef# is

the thread that executed the atomic swap immediately precddindn this event, T1 will be

forced to execute the meta-lock hand-off protocol With its predecessor. This will happen only
afterTO has itself obtained the meta-lock and subsequently attempts to release the meta-lock. No
thread in the sequence may obtain the meta-lock before its predecessor has released the meta-
lock, and we are guaranteed mutual exclusion, provided the meta-lock hand-off works correctly.
To complete the argument, we shall show that the meta-lock hand-off protocol does not allow a
successor thread to obtain the meta-lock before its predecessor has released the meta-lock. Thus,
consider thread$0 (the predecessor) aridl (the successor) from Case 2 above—that is to say,

TO immediately precededl in the atomic swap in its attempt to obtain the meta-ldckhaving

read 0, BUSY is forced down thgetMetal ockSlow() path. The first thing thaf1 does

is obtain a lock onr0->metaLockMutex , and check ifTO->bitsForGrab is set. In the

case wher@0 is not yet ready to release the meta-lock, this field wilH#.SE, andT1 will wait

to be signalled onlf0->metaLockCondvar  with T1->gotMetaLockSlow  set. We are
ensured thal'1 will not be able to proceed further unfiD is ready to release the meta-lock, thus
ensuring mutual exclusion.

5.2 Freedom from lockout

To show liveness, we assume that each thread that obtains the meta-lock eventually attempts to
release the meta-lock.
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Consider first the case where a thrdddattempting to release the meta-lock executesIA8in
releaseMetal.ock() and discovers that the header word compares with what it had swapped
in when it had obtained the meta-lock, i.e. withk BUSY. This means that no other thread has
attempted to obtain the meta-lock sinte did so. TheCAScompletes and a noBUSYstatus is
written into the header word, thus releasing the meta-lock.

Consider now the case where another thréadhas attempted to acquire the meta-lock. We have
already argued above (Case 2 in Section 5.1 above) that in thi§ 2asdorced down theet-
MetaLockSlow()  path. Now, whenT1l attempts to release the meta-lock, aSwould fail
because the header word contents would be different from, 8USY> written by T1. As a
result, T1 would now be forced down theeleaseMetalockSlow() path. There are two
cases to consider according to whetfiér or T2 succeed in lockingrO->metalLockMutex

first, respectively, imeleaseMetaLockSlow() andgetMetalLockSlow() . But first note
that the initial conditions ensure thatl->bitsForGrab , T2->gotMetalLockSlow are
bothFALSE initially and thafT1->succEE is NULL

Case 1:T1 locks T1->metalLockMutex first. In this caseT1 will find that T1->succEE is
NULL, so it will take the else branch ireleaseMetalockSlow() , write therelease-
Bits into T1->metalockBits , setT1->bitsForGrab to TRUE and wait onr1->meta-
LockCondvar (releasingT1->metaLockMutex ) for T1->bitsForGrab to be reset to
FALSE SubsequentlyT2 will succeed in lockingr1->metaLockMutex , and will take the if
branch in getMetalLockSlow() since T1->bitsForGrab is set; it will copy the
releaseBits |, resetT1->bitsForGrab , signalT1l to wake up, and releasEl->meta-
LockMutex allowingT1 to continue. At this point2, would have the meta-lock.

Case 2:T2 locks T1->metalLockMutex first. In this caseT2 will find that T1->bitsFor-

Grab is FALSE, so it will take the else branch oetMetaLockSlow() , setT1->succEE to
T2, and wait onT1->metaLockCondvar  (releasingr 1->metaLockMutex ) for T2->got-
MetaLockSlow to be set byTl. WhenT1 subsequently obtaingl->metalLockMutex , it
will find T1->succEE settoT2, so it will take the if branch imeleaseMetalLockSlow() ,
write out thereleaseBits into T2->metalLockBits , and resefT1->succEE before set-
ting T2->gotMetaLockSlow  to TRUEand signalT2 that it has been handed the meta-lock,
allowing T2 to continue with the meta-lock.

Thus, every thread that attempts to obtain the meta-lock will eventually obtain the meta-lock,
ensuring freedom from lockout.

6 Extensions to the basic algorithm

In this section, we discuss extensions to our algorithm, related to management of lock records and
optimization of cases where we may safely avoid meta-locking because the change in the object’s
lock state requires only one word to be updated. We also demonstrate the flexibility of our
approach and outline how to implement it on hardware that does not provide &#&8mr SWAP
operations.
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6.1 Lock record allocation

As we discussed in Section 3, each of the locking schemes we know about, including the present
one, at least occasionally allocates data structures related to locking. This section discusses how
those data structures are allocated and deallocated. The original JDK allocates monitors globally,
causing serialization of monitor cache operations and resulting scalability bottlenecks. Periodi-
cally, unused monitors are reclaimed. The thin locks scheme globally allocates “fat locks,” which
remain allocated for the lifetime of the associated object [3].

In our scheme, lock records are the unit of allocation. Each thread has a set of lock records for its
exclusive use, linked together in a free list. Lock records on a thread’s free list have as many fields
as possible preinitialized: the owner field points to the owning thread, the count fields contains 1,
which is the proper count when locks are first acquired, and the queue field coNtdlds
because uncontended locking is most frequent (separation of the free-list link and the queue link,
see Figure 4, allows the queue field to be pres&tWih L). Lock record allocation is optimized to
avoid any test for an empty free list; instead, an attempt to dereferdddé bpointer generates a
signal. The signal handler recognizes the situation, refills the thread’s lock record free list, and
retries the operation. Threads start with 8 free lock records and add an exponentially increasing
number each time they exhaust the free list.

When a thread unlocks an object, the lock record used by the thread to accomplish the locking is
returned to the thread’s free list. In our current implementation, the set of lock records allocated to
a given thread only grows; there is no provision for removing lock records from a thread’s free list

if the thread briefly locks many objects, but usually locks few. This is not so bad; the “high water
mark” of allocated lock records is limited by the product of the thread stack size and the maxi-
mum lexical nesting depth of synchronized statements (at least for bytecode created by compiling
Java language source code, as discussed in Section 2.2). If we wished to add a mechanism to
return lock records on free lists to the global memory pool, it would be a simple matter to do so as
part of garbage collection, as long as we can guarantee that no thread is accessing the lock record
free list during garbage collection. Our system has a general mechanism for restricting when gar-
bage collection occurs that can be used to provide this guarantee.

6.2 Extra fast locking and unlocking of uncontended objects

We can optimize the algorithm further in the case of uncontended objects. This optimization fuses
the meta-lock and monitor-lock operations into a single step. With this optimization, a thread
attempting to lock an object reads the object’s multi-use word. If the object’s lock ststeUs

TRAL, then an “extra fast” path is tried. The thread copies the hash and age bits into a fresh lock
record and builds a new multi-use value containing the lock record address drd@ieEDstate.

A CASinstruction is then used to atomically change the multi-use word to the new value if it has
not changed since it was read. If tBASsucceeds, then the object is locked; otherwise, the nor-
mal meta-locking protocol is used. With this optimization, the extra fast path for locking uses one
atomic instruction rather than the two needed for meta-locking and meta-unlocking and the total
number of instructions is smaller (15 SPARC™ instructions).

A similar extra fast path for unlocking is slightly more complicated. When the extra fast locking
path succeeds, the only lock record in its queue is that of the locking thread; the queue field of that
lock record iNULL Another thread may add a lock record to the queue, changing this queue field
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at any time. So the extra fast unlocking path must atomically change the multi-use word of the
object back to its original contents, but only if the queue field of the first lock record remains
NULL Unfortunately, this “double-compare-and-swap” operation is not supported in many archi-
tectures (though it is not completely unheard of; see [10]). To get around this, we add a new con-
straint to the slow path. We require that lock records be allocated with eight-byte alignment, so
that three bits are zero in the address of a lock record. In@@KEDstate, this extra bit is used to
summarize the state of the queue field of the first lock record: we maintain the invariant that when
the bit is 0, the queue field NULL If the bit is 1, the queue may be nJLL Thus, the first
thread to enqueue a lock record after the initial one is required to set this bit when releasing the
meta-lock. Once this invariant may be assumed, we can construct an extra fast unlock path: check
the locking depth, decrementing it and returning if it is greater than one. Otherwise, construct the
expected current value of the multi-use word (pointer to same lock record, queue field bit still
clear, LOCKEDstate), and the desired new value (original multi-use DtSUTRALstate), and
perform aCASinstruction to write the new value if the current value is still the expected value. If
no other thread has enqueued a lock record, thelCk®succeeds and the object is unlocked;
otherwise, we revert to the normal meta-locking protocol. If recursive locking were found to be
very rare, this proposal could be extended to also summarize the lock count in the extra bit, so that
a zero bit observed by an unlocking thread implied bati AL queue field and a lock count of 1,
eliminating the explicit test for recursion.

The instruction count of the extra fast unlocking sequence is similar to that of extra fast locking,
and both use a single atomic instruction. The thin locks scheme uses no atomic instruction in
unlocking, but, as we have discussed, pays for that lack with the possibility of unbounded busy-
waiting. We feel that in many situations the trade-offs made in our algorithm will be more desir-
able.

6.3 Flexibility

One of the main advantages we have claimed for the meta-locking approach is flexibility. This
flexibility results from the fact that we place few constraints on the nature of the data structures
protected by the meta-lock. Specifically, it enables separation of mechanism and policy, to allow
implementation of a variety of monitor semantics.

We have tested this flexibility claim to some extent in an attempt to address two potential short-
comings of our simple linked-list data structure: lack of fairness and long searches through
gueues. First, consider fairness. Motivated by Bethal.,who classify and compare a spectrum of
monitor “styles” that offer different trade-offs between performance and fairness [7], we pro-
grammed a version that gives preference to awakened waiters (so-called “priority non-blocking
monitors”). To provide this preference, we replaced the single queue with three queues, holding
entering, waiting, and awakened threads, respectively. Now it is possible to find and give prefer-
ence to awakened waiters without searching. Similaudyify() can execute in constant time,

by moving the first thread from the waiting queue to the awakened queue. Second, consider con-
tention. To allow threads to append lock records to queues without having to search to the end of
the queue, a search which could become costly if queues get long, we kept head and tail pointers
for each of the three queues. Tail pointers also allmtifyAll() to run in constant time,
regardless of the number of threads waiting, via list concatenation. While this alternative imple-
mentation was straightforward, performance turned out to be inferior to our single-queue system
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because greater fairness incurs a higher context switch rate and the three-queue data structures
were more heavyweight.

6.4 Hardware without SWARr CAS

The meta-lock algorithm relies on two “exotic” atomic operatidd®/ARMNACAS First, note that
SWARSs easily simulated usinGAS repeatedly read the memory location @&@®Suntil success.

The CAS operation, or some other sufficiently powerful primitive such as “load-locked/store-
conditional,” seem to be available on most modern architectures, including mainstream Intel,
UltraSPARC™, PowerPC, and Alpha microprocessors.

The JVM in which we implemented our synchronization must run on the previous generation of
SPARC processors, which h&WVAFbut does not hav€AS While correctness cannot be com-
promised, it was deemed acceptable to trade away some performance and scalability on this older
hardware. We first dropped the extra fast synchronization optimization because it relies directly
on CAS Next, we modifiedgetMetalLock()  to use a test-and-set protocol (where “set” means
swapping out the locked value 1 and “test” means obtaining a non-locked value). When the test
fails, the thread yields and optionally sleeps (using exponential back-off as in [1]). The corre-
spondingreleaseMetalock() operation simply stores back the release bit pattern, which of
course must be different from the locked value 1.

7 Performance

Usually, good performance is taken to mean that both memory and CPUs are used efficiently.
Since different systems must make space/time trade-offs differently, we shall consider space and
time costs for our synchronization algorithm separately. All our measurements were collected
using a near-FCS version of EVM on a lightly loaded 4-CPU 296 MHz UltraSPARC system with

2 gigabytes of RAM and the Solaris™ 2.6 operating system. Some measurements were obtained
by adding counters to the code. To minimize the disturbance resulting from the instrumentation,
we used per-thread counters that were accumulated into global totals as threads exited.

7.1 Benchmarks

Table 1 shows the benchmarks we use to assess the performance of our synchronization code. The
HelloWorld program shows how the minimal program behaves. The next seven lines show
widely-known SPECjvm98 benchmarks [26]. Finally, we include a selection of multi-threaded
benchmarks, some of which perform significant amounts of 1/0O and some of which use graphics.
The execution times in the table are best of two runs.

7.2 Space performance

We consider separately the space costseflandunusedsynchronization capability.

Cost of used synchronization capability: the cost for objects that are actually synchronized upon.
From the description of our algorithm, it follows that this space cost is proportional to the number
of lock records in use at any point in time. More precisely, since threads recycle lock records
locally rather than globally, we report the number of lock records allocated by the global allocator
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Table 1. Characterization of benchmark programs

real time, seconds
with | without

Benchmark Description #lined [#thread< [extrafast|extrafast
Hello Hello world program ) il 0J7 0(7
201 _compress | LZW compression and decompression 927 1 45.8 46.0
| 202_jess Version of NASA's CLIPS expert system shell 10,579 1 22.3 24.8
209 _db Search and modify a database 1,028 1 72.1 87.9
213 _javac Source to bytecode compiler 25|211 1 42.7 48.9
222 mpegaudio Decompress audio file n/a 1 50.4 51.3
| 227 _mtrt Multi-threaded image rendering 3,799 2 13.2 13.6
| 228 jack Parser generator generating itself g,194 1 34.5 38.0
| 224 richards Five threads running multiple versions of O/S simulator 3,637 5 17.3 19.0
| 233 _tmix Thread mix: sort, crc, producer-consumer, primes,|etc. 8,194 14 28.8 29.1
SwingMark Benchmark and test of swing libraries 3,998 8 51.3 51.5
volano servér  |‘Chat server,” reads and distributes messages n/a 4069 6 10.2
volano client Generates work-load to stress server n/a 402
Jwg Java Web Server™, serving 20,000 requests 200,000 63 25.7 27.3

a. Approximate lines of source code in the benchmark itself, excluding class library code.

b. Maximum number of active threads, excluding three system threads (finalizer, reference handler, and signal dis-
patcher). All SPEC programs actually run a second user-level thread (secondary finalizer) but since this thread is
very short-lived, we do not count it.

c. VolanoMark version 2.0.0 build 137 [22].

d. http://www.sun.com/software/jwebserver/index.html.

during the execution of each benchmark. This higher number reflects our implementation more
accurately. In the worst case, a program will synchronize on every object allocated (see Section
2.2), making the worst-case space cost of our algorithm, as well as of any other algorithm that we
know of, proportional to the size of the heap. Fortunately, this number is far more pessimistic than
the behavior typical programs exhibit. Table 2 shows that for our benchmarks, the total number of
lock records allocated is very small, and pales in comparison with the total number of objects allo-
cated. Moreover, at 24 bytes per lock record, even the worst program seen, the volano server, con-
sumes 77 Kbytes for lock records, a trivial amount compared with the several Mbytes used for
objects and thread stacks.

Cost of unused synchronization capability: the cost for objects that are never synchronized upon
This cost, in our meta-lock scheme, amounts to two bits per object. However, an alternative view
is that the cost is either 0 or 1 word, since it is impractical to have objects of fractional word sizes
on contemporary hardware. Put differentifytwo spare bits can be found in objects without
increasing object sizes, our locking algorithm has no space cost for objects that are not synchro-
nized upon. Otherwise, if finding two bits requires increasing the size of objects by a full word,
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Table 2. Objects allocated, objects synchronized on, and lock records allocated

Benchmark # objects # objs sync’ed ol #lock records
Hello 2,076 262 (12.6%) 40
201_compress 8,917 936 (10.5%) 40
| 202_jess 7,934,141 6,545 (0.1%) 40
209 _db 3,213,429 17,123 (0.5p0) 40
213 _javac 5,912,859 351,538 (5.9%) 40
222 _mpegaudio 12,009 994 (8.3%) 40
| 227 _mtrt 6,641,320 1,195 (0.0%) 60
228 jack 6,841,290 506,157 (7.4%) 40
| 224 richards 36,065 1,878 (5.2P%) 80
| 233_tmix 1,366,985 169,823 (12.4p0) 140
SwingMark 2,345,28[L 69,245 (3.0%) 100
volano server 140,335 6,334 (4.5%) 3,280
volano client 661,199 3,643 (0.6%) 3,240
JWS 1,336,17p 258,960 (19%0) 540

then a different synchronization algorithm that takes advantage of a full word of memory should
(probably) be used. Thus, it can be argued, our algorithm has no space overhead for objects that
are not synchronized upon.

7.3 Time performance

We study time performance of our algorithm in two ways. First, we compare the cost of synchro-
nization in our system with that of the original JVM found in the “JDK ReéferencdRelease for
Solaris.” For this study, as explained below, we use synthetic benchmarks. Second, we study the
behavior of our algorithm on the more realistic programs shown in Table 1. We do not compare
the absolute performance of the two JVMs since they differ in many other respects than the syn-
chronization code.

7.3.1 Time performance comparison with the original JVM

In this section we compare the speed of our synchronization algorithm in EVM, using the extra
fast extension, with that of the monitor cache approach in the original JVM. To measure the speed
of synchronization rather than the speed of context switching provided by the underlying operat-
ing system, we use programs that primarily do uncontended synchronization. Section 6.3.2 shows
that contention is relatively infrequent for typical Java programs, justifying this approach, at least
in part.

Ideally, we would compare different synchronization algorithms directly by implementing them
as alternatives in the same virtual machine. In our case, however, this approach was impractical.
First, the implementation effort is non-trivial. Second, an algorithm added quickly to a JVM for
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Figure 10. Cost of synchronization

the purpose of measuring will be at an inherent disadvantage compared with an algorithm that has
been tuned with the rest of the system over a long period. Third, it may be technically impossible
to keep all other factors constant, since each algorithm may take advantage of features that the
other one does not use (e.g., the monitor cache works best in the presence of handles). Since EVM
and the original JVM differ in many respects, comparing bottom-line performance does not reveal
much about the two systems’ synchronization code. Fortunately, a different measurement
approach can give us the information we want. Consider a program  that performs synchroniza-
tion. Construct thdaselineprogramP , which is just like® , except that all synchronization has
been stripped out. The difference in execution timend B = time( P) —time( P) , reflects the
cost of synchronization. Computirgynd B for EVM and the original JVM gives numbers that
can be compared.

The main limitation of this approach is that real programs usually rely on synchronization for
their correct execution, so to ensure that the presence or absence of synchronization does not oth-
erwise affect the computation, we limit our study to synthetic benchmarks. To this end, we con-
structed a set of simple benchmarksncMethodaalls a synchronized metho8yncStméxecutes

a synchronized statemerRecSyncMethodalls two nested synchronized methods on an object;

and RecSyncStnexecutes a pair of nested synchronized statements on an object. The first two
benchmarks measure the cost of a non-recursive lock/unlock pair, and the second two measure the
sum of the costs of a non-recursive and recursive lock/unlock pair. Each benchmark completes 10
million iterations, cycling through an array of lendthto select the objects to synchronize on. We

let N range from 1 to 512K and plot the cost per iterations; see Figure 10. As one would expect,
the meta-locking scheme delivers unchanged performance regardless of the number of objects
synchronized upon whereas the monitor cache approach suffers an increasing slowdown, despite
the fact that in all of these tests, no more than one object is locked at any time. The graph also
shows that the absolute cost of a synchronization operation in EVM is always significantly lower
than in the original JVM. For example, a non-recursive synchronized method call, the most fre-
guent form of synchronization, executes in about 220 ns on EVM but takes 550 ns to 1500 ns on
the original JVM.
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7.3.2 Behavior of our algorithm on realistic programs

Consider now the algorithm’s behavior on realistic programs. We first study the “pure” form of
the meta-lock algorithm, without extra fast locking and unlocking. In this case, each monitor-level
synchronization operation involvesggtMetalLock() = andreleaseMetal.ock() call. The

left half of Table 3 shows that the fast path is taken in all but an extremely small fraction of the
cases; that is, meta-lock contention is extremely rare. We instrumented only meta-lock acquisi-
tion, since the algorithm is such that the number of fast/gjetMetalLock()  calls equals the
number of fast/sloweleaseMetalock() calls.

Table 3. Frequency of meta-lock contention

without extra fast with extra fast
Benchmark # getMetaLock |#getMetaLockSlow # getMetaLock | #getMetalLockSloyw
Hello 3,054 d 1,418
201_compress 22,180 3 2,269 2
_202_jess 9,619,742 19 4,171 10
209 _db 106,829,540 1 2,0p4 5
213 javac 34,380,756 50 39,949 61
222 mpegaudio 22,813 10 2,620 5
227 _mitrt 1,424,925 2,397
228 jack 23,851,600 8 2,979 5
224 richards 70,560 59 3,434 52
| 233_tmix 8,711,428 1,612 2,183,331 1,730
SwingMark 4,062,787 2,508 465,758 1,977
volano server 9,622,570 587 209,341 542
volano client 9,495,680 6 17,6R5 3
JWS 1,783,691 7,800 162,586 2,743

Having confirmed that the meta-locking fast paths dominate, let us study those fast paths on a typ-
ical RISC processor. Figure 11 shows the SPARC instructions that result from translating a syn-
chronization operation of the form:

multiUseWord = getMetalLock(ee, obj);
newMultiUseWord = bodyOfSynchronizationOperation(ee, obj,
multiUseWord);
releaseMetalock(ee, obj, newMultiUseWord);

On entry, we assume that regiséiO holds the address of the execution environmastand

%il holds the address of an objeaatij . It takes seven instructions to perform the fast gt
MetalLock() , including extracting the high 30 bits of the multi-use word into one register and
the low 2 bits (the lock state) into another. The code for the body of the synchronization operation
would follow. At the end, we have 4 instructions for the fast pathedéaseMetalLock()
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! getMetaLock

or  %i0, 3, %Il0 1 %I0 = my busy value

add  %il, 4, %l1 ! %I1 = multi-use word address
swap [%I1], %I0 | Swap out busy value

and  %I0, 3, %I2 I %I2 = meta-lock state

cmp  %I2,3 !'Is lock state busy?

beq slowGetMetaLockPath

sub  %I0, %I2, %Il0 ! In delay slot compute high 30 bits

! Slow path gets predecessor EE in %I0
I'and synch operation gets lock
! record pointer or age&hash in %I0

... %12 = body of synchronization operation

! releaseMetal.ock

or  %i0, 3, %Il0 1 %I0 = my busy value
cas [%l1], %0, %I2 1if [%I1] == %I0 then swap([%10],%I2)
cmp  %I0, %I2 ! did we do the swap?

bne slowReleaseMetalLockPath
! unfilled delay slot here

Figure 11. Fast path for a synchronization operation wrapped
in meta-lock and unlock

This gives us a total of 11 instructions for the fast paths of meta-lock acquisition and release.
While a careful analysis of the cycles consumed by an optimal implementation is interesting in
the context of a particular architecture, for the present purposes we shall be satisfied with consid-
ering the SPARC implementation representative of a typical RISC implementation. The most
costly instructions are the two atomic instructiossyap in getMetaLock() , andcas in
releaseMetalock()

Now consider the performance of the system with extra fast synchronization enabled. Recall that
this optimization fuses meta-locking and monitor-locking to allow monitor-lock acquisition and
release each with a single atomic instruction in uncontended cases, but in contended cases falls
back to the meta-lock protocol for a total cost of three atomic instructions. If monitor-lock conten-
tion is rare, as Bacoet al’s data indicate [3], this will be a net win; otherwise, it could be a loss.
Table 1 shows the bottom line on extra fast synchronization for our benchmarks: no program
slows down, and several speed up significantly. Comparing the left and right halves of Table 3
shows that the speedup results from a significant reduction in the number of meta-locking opera-
tions, confirming that monitor-lock contention is indeed rare. However, Table 3 also shows that,
for some programs, the fall-back case is sufficiently frequent that its performance cannot be
neglected. Finally, the similar number of slow meta-lock operations in the left and right halves of
Table 3 implies that extra fast synchronization does not reduce contention on the meta-lock. (For
completeness, we should mention that a few of the meta-lock operations that remain when using
extra fast synchronization result from layers in EVM, such as class loading and JNI, that do not
use the extra fast operations.)

8 Conclusions and future work

We have presented a meta-locking algorithm that supports a variety of higher-level locking proto-
cols, by providing exclusive access to the data structures used in the higher-level protocol. This
meta-locking algorithm has several virtues. Like the HotSpot system that introduced header word
displacement, the meta-locking algorithm is highly space-efficient, requiring only two reserved

bits in each object, and a number of lock records that is small for normal programs. It is also rea-
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sonably time-efficient in the normal case, requiring 7 instructions to acquire and 4 instructions to
release an uncontended meta-lock. Each of those paths includes a single atomic instruction.
Finally, it is careful to avoid pathologies when there is contention: the algorithm introduces no
busy-waiting, and only very rarely allocates from global memory.

We have also presented a particular higher-level locking protocol, based on this meta-locking
algorithm, for the synchronization primitives of the Java virtual machine. An optimization of this
protocol gains the efficiency of avoiding meta-locking in most cases, but the ability to fall back to
meta-locking in uncommon cases regularizes and simplifies the protocol.

Finally, we have implemented and validated the performance of the meta-lock in the context of a

high-performance Java virtual machine. Our measurements, which include a study of several
multi-threaded programs running on a 4-CPU system, indicate that the meta-lock algorithm oper-

ates with a low contention rate to ensure that the fast path strongly dominates the performance.
Synthetic benchmarks designed to isolate the cost of synchronization indicate that our scheme
outperforms the original monitor cache scheme by a factor of three or more.

In the future, we may work on extending the extra fast instruction sequences to handle more cases
while continuing to use the meta-lock protocol as a comfortable fall-back. For example, if mea-
surements justify it, extra fast locking could be extended to allow a non-empty queue with lock
stateWAITERS We are also investigating whether the high-level synchronization state could be
made to influence the order in which threads acquire meta-locks. For example, it might improve
efficiency if a thread attempting to release a monitor-lock could be given preferential treatment at
the meta-lock level.

Acknowledgmentsars Bak, David Dice, David Holmes, Urs Holzle, Doug Lea, and Hong Zhang
provided very useful comments on a draft of the paper.
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