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Abstract

TheSFSprovidestransparent,end-to-endencryption[1]
support to usersaccessingfiles acrossthe Internet on
HTTP or FTP servers. In this paperwe describea SFS
architecture,the currentimplementation,and the future
directionsfor ourwork.

1 Introduction

In this paperwe describethe SecureFile System(SFS)
which providesend-to-endencryptionandkey manage-
mentsupportto usersaccessingfile acrosstheInterneton
HTTP or FTP servers. The SFSimplementationis only
oneinstantiationof the SecureFile Systemarchitecture,
whichconsistsof afile accesslayer, asmartcardmodule,
andtheSFSClientandGroupServer. In therestof thepa-
perwedescribepreviouswork in encryptingfile systems,
outline the SecureFile Systemarchitecture,the current
SFSimplementation,andtheSFSClientandGroupServ-
er. Finally, wediscussfuturedirectionsfor ourefforts.

2 Previous Work

In this sectionwe review otherreseachor productefforts
in encryptionfor shared,persistentstorage.

2.1 Volume Encryptors

Severaldiskencryptionsystemsareavailablewhichusea
device driver layer (calleda filter driver in Windows) to
encryptanddecryptdataasit is sentto andreceivedfrom
a disk. ThesesystemsincludePGPDisk from Network
Associates,theSecureFile Systemby PeterGutmannat
theUniversityof Auckland[2], andTorDisk by Alexan-
der Tormasov [3]. Thoughconvenientfor protectingw-
holediskvolumes,volumeencryptorsdonotallow access
controlsonfine-grainobjectslikedirectoriesandfiles.

2.2 File Encryptors

To achieve end-to-endencryptionthe encryptioncanbe
donein thepresentationlayeror applicationlayer. Brute
forceencryptionat theapplicationlayer requiresthatal-
l applicationsthat needto work with encryptedfiles be
rewritten to includesupportfor encryption.This is clear-
ly unacceptablefor storagesystems.

Filesmaybeencryptedonaper-file basisusingtool like
PGP, developedby Phil Zimmerman[4]. Thoughuseful
for theshort-termencryptionrequirementsof a singleus-
er, it is not generallyusefulmanagingsharedinformation
storedfor thelong termbecauseit is basedon identity of
the consumer. If the consumeris not directly known or
changes(as is the casein many organizations)thenany
PGP-encryptedfile mustbere-encrypted.
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2.3 File System Encryptors

TheCryptographicFile System(CFS)[5] wasdeveloped
by Matt BlazeatAT&T. CFSallowsusersto encryptfiles
on a per-directorybasisusinga singlekey. An NFSlay-
er implementedtheencryption,decryption,andkey man-
agementlocally on a trustedclient: files wereencrypted
while in transitbetweenthe trustedclient the unstrusted
network andserver. In theoriginal CFSimplementation,
sharingfilesrequiresharingthekeys. Thekey distribution
problemmakesthis difficult. Blazeproposeda key man-
agementschemethathelpsaddresstheseissuesin [6].

TheTransparentCryptographicFileSystem(TCFS)[7]
wasdevelopedat the Universityof Salerno,Italy. It im-
proves on the CFS designby removing the NFS clien-
t encryptionlayerbut still hasa limited key management
scheme.

The SatanFile Systemwas developedat Carnegie-
Mellon University. The implementationemploys C li-
brarymodificationsthatreadafile into mainmemory, de-
cryptsthedataandthendeliversit to theapplication.The
basicidea is to link the applicationsagainsta set of li-
brariesthatprovideencryptedversionsof standardlibrary
calls. This solves the problemof rewriting the applica-
tions, but the applicationsstill needto be recompiledor
at leastrelinked. Also every programwill have to have
an unencryptedand encryptedversionfor working with
encryptedfilesor unencryptedfiles.

IBM’ s Distributed File System(originally known as
AFS and then commercializedby Transarc,a company
acquiredby IBM) assumesthatsecurityis anetworkprob-
lem. Many systemsexpect usersand adminstratorsto
assumethat their implementationis trustedandthat net-
work securitymeasurescan be effectively implemented
independentlyof othersecuritymeasures.This alsoas-
sumesthat thesecuritymeasuresfor thebackups,HSM,
file cachesandadministratorsthemselvesareflawless.

TheNetworkedAttachedSecureDisks(NASD) project
[8] at CMU createdsecurityfor accessingfiles on stor-
agedevices(NASD diskdrives)attacheddirectlyto anet-
work. Network keys aregeneratedanddistributedto the
users.Theentiresystemis basedon thefile systemcon-
troller beingtrusted.NASD alsohasa singlesymmetric
masterkey betweeneachfile systemanddiskdrive.

Microsoft’sEncryptedFile System(EFS)is availablein
MicrosoftNT 5.0. It canencryptanddecryptonaper-file
andper-directorybasis. This systemspecifiesthat there
arebackup”persona’s” thathave accessto all datain the
clearandthusadministrativedataprotection.

Other relatedwork includes[5], [9], [6], [10], [11],
[12].

3 The Secure File Sytem (SFS) Ar-
chitecture

3.1 Overview

We are developing the SecureFile Systemas OS- and
application-independentsecurity middleware. Our ap-
proachis to develop techniqueswhich crptographically
protectinformationat thesourceandunprotectdataat the
intendedconsumer. Theidentityof who”needs-to-know”
is keptasanattributeof thefile.

Cryptographicallysealinga file or directoryallows the
informationinfrastructuresecurityto be relaxed: routine
systemadministration,backupandrestore,archivingneed
notbetrustednorevenphysicallysecuresincethedatais
protectedatall times.

Our approachalsoallows decentralizedaccessrights,
wheresmall groupsof peoplecan defineamongthem-
selves (without the help of an untrustedsystemadmin-
strator)who is allowedto look at certaininformationand
whatsetof rulesmustbefollowedto doso.Thisis critical
becausesecureinformationsharingis requiredfor effec-
tivecross-organizationaldecisionmaking.

We definethefollowing terms:
� InformationProducer— has(by definition)thedata

in theclearandhastheauthorityto definewho can
seetheirdata

� InformationConsumer— needsthedatain theclear
(by definition) and has the (undeniable)ability to
passtheinformationon

� GroupAgent— determinesgroupmembership(who
needsto know), andprovidesa non-repudiableaudit
trail.

Information needsto be communicatedbetweenbe-
tween the producerand the consumer: except for the
group agent,no other entity is allowed to “see” the in-
formation in the clear. This meansthe information is
cryptographically-sealedwhile storedondisk or tapeand
while in transiton thenetwork.

Informationownershipis basedon organizationsand
theirmandate:producersandconsumerscandynamically
defineandcreatetheir own groupsfor informationshar-
ing.

Trustedsystemsaredifficult. Trustednetworksof file
systemsare virtually impossible. This systemis focus-
ing insteadon creatinginformationsecuritymiddleware
to protectinformationfrom theproducerto theconsumer
so that the numberof entitiesthat must trustedis mini-
mized.
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� True ”End-to-End” — othersystemsencrypta link
or to a webserver, but SFSencryptsfrom theinfor-
mationproducerto informationconsumer.

� DistributedMembership— definedby the userde-
partments,notby systemadministrators.

� StoredEncrypted— backups,archives, networks,
etc.areall protected.

� Audit Trails — non-repudiableaudit trails of re-
queststo accessfiles are maintainedby the Group
Agent.

� Flexibly Tag Information— by its purpose(s),not
just theproducer’s identity: Boardof Directors,Ex-
ecutivePolicy makers,ProjectX, etc.

� CryptographicallyEnforced — strong encryption
usedfor the information and smartcardsand PKI
usedto secureandmanagekeys.

With our approach,theproducerdefines”AccessCon-
trol Meta-data”.Theaccesscontrol list is a specification
of purposeof the informationwhich definesthe needto
know. Thisspecificationof purposeis definedthroughan
accessformulawhichdefinestheactionsof theconsumer
to agentsof theproducer(or others)to unlock the infor-
mationproducedby theconsumer.

By solving the formula, the key to the file is revealed
(potentiallyonly) to the consumer. The formula canbe
any combinationof users,groups,andprojects.Any com-
binationof logicalAND andORoperationsaswell asN-
personcontrolcanbeused.N-personcontrolfor backups
andsensitive informationrequiresthatmultiple identities
or organizationalmembership.An exampleof themeta-
dataformatis shown if figure4.1.

3.2 Real-world examples

3.2.1 Private projects within an organization

Every organizationhasprojectsthat are more sensitive
than others. Theseprojectsinclude peoplethat are not
typical IS supportpersonnel.Theseprojectsincludecor-
poratereductionprojects,employeemedicalinformation,
mergersand acquisitions,Board of directors,executive
compensation,etc.This sensitive informationis typically
handledby locking up papercopies. Long term central-
izedstorageof thiskind of informationis bothdangerous
to acorporation’sviability andpotentiallycanpotentially
resultin SEC,civil andcriminalpenalties.

Thiskind of sensitive informationshouldnot bestored
on centralizedfile serversbecauseof thelargenumberof

peopleoutsidethe projectmembershiprequiredto man-
agethenetworks,servers,backups,etc. It is typical that5
percentof everyorganizationis InformationSystemssup-
port personnel.While IS supportis a necessity, the fact
thata sensitive 10 personprojectwithin a 10,000person
company has500peopleto supportthemis a significant
vulnerability.

While eachsupportpersondoesnot have universalac-
cessor knowledge,eachof the professionalsystemsad-
ministrators(SA) have accessto a portionof theprocess.
TheemailSA cansurf theemail, thedesktopSA hasre-
moteaccessto thedesktopmachine,thefile serverSA can
surf thefiles, thenetwork SA cansniff thenetworks, the
backupSA cansurf thebackupsandeventhepersonthat
worksin thewarehousethatcontainsthebackuptapescan
eitheraccessthetapesor give othersaccessto this sensi-
tive information.

This systemis designedto protectthe datafrom one
projectmember’s deskto the other. Managementof the
projectmembershipis not anIS job, a simpleto operate,
tamperresistant”groupserver” allowsgroupmembership
to be directly managedby a projectmemberin a decen-
tralizedmanner.

Oncedatais protectedin this manner, malicious,dis-
gruntled or just curious employeesare no longer even
temptedto accessthis informationbecausethe informa-
tion is protected.

A sideissueto noteis that if a hacker gainsaccessto
aninternalnetwork or evengainsaccessto a SA account,
theprotectedinformationwill notbevulnerable.

3.2.2 Outsourced Information storage

While IS employeesarea potentialrisk, the tendency of
companiesto outsourcetheir IS professionalsaswell as
theIS equipmentto outsidecompanieseitherat theirown
locationor the othercompanieslocation. This increases
the risks to sensitive information. Thesameoutsourcing
company canbehave a competitorasa customerandthe
potentialfor informationcrosspollinationis there.

By protectingtheinformationwhile it is still undercon-
trol of theprojectmembers,it doesnot matterwho man-
agesthestorage.

3.2.3 Outsourced Intranet Servers

Most companieshave many more internal Intranetweb
serversthanInternetservers.While todayit is possibleto
outsourcethemanagementof theInternetwebserver, it is
not possibleto securelyoutsourcethe intranetweb sites
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without protectingthedatain a way that theadministra-
torsof thehostingwebsitearenotavulnerability.

This technologycanallow all of a companiessensitive
intranetinformationbestoredandmanagedby companies
likeAOL.

3.2.4 Sharing sensitive information

Many organizationshave partnershipswith otherorgani-
zationsandhaveanecessityto sharesensitiveinformation
with thatorganization.Today, this is managedby allow-
ing oneorganizationto have accessto the other, maybe
with leasedlinesbehindthefirewalls. Thisresultsin asig-
nificant amountof administrative overheadfor networks
andforeign accessto file serversandsignificantlyhigh-
er vulnerability. SFSallows sensitive informationto be
protectedandthenpublishedoutsidethefirewalls so that
theotherorganizationcanaccesstheinformationthatthey
needwithout having unfetteredaccessto theentireorga-
nization.

Thissharingcanbeanonymousto theproducinginfor-
mationor canbe with audit trails backto the producing
organization.

Anotheraspectof sharingsensitive informationis the
ability of project membersto be able to mandatemulti
personcontrol of informationaccessand datarecovery.
Othersystemslack this fundamentalfeature.

3.3 Group Server

TheGroupServer is theonly trustedentityof theSFSar-
chitecture.All file keys areencryptedto theGroupServ-
er’spublic key andstoredin a headerwith everyencrypt-
edfile. This headercontainsanaccesscontrol list which
is forwardedto theGroupServer whena file is accessed.
TheGroupServer is thenableto determineif theuserhas
accessto thefile. If so,thefile key is returnedto theuser
andtheusercanaccessthedata.

TheGroupServeris alsothesingleadministrativepoint
of the SFSArchitecturebecauseit controlsaccessto all
encryptedfiles. This allows the additionandremoval of
personsfrom groupsfairly simpleandallows for an ex-
tensive audit trail detailingwhat file wasaccessed,who
accessedit, what time it wasaccessed,andwhereit was
accessedfrom.

3.4 XML Access Control List

The XML accesscontrol list allows the userto explicit-
ly defineexactly who hasaccessto their data. An ex-
ample is shown if Figure 4.1. This examplestartsout
with two fieldsdefiningtheownerit their owning group.
This is then followed by several blocks of XML which
definewho hasaccessto the data. The statement� any
m=”1” � meansthat only one of the enclosedblocks is
necessaryto accessthe file. This allows usersto speci-
fy accessto oneperson(me@asdf.com)or a groupand
project (design). The groupscan be specifiedin series,
this requiresthattheuserbea memberof bothgroups.It
is alsopossibleto keephalf of thethekey with onegroup
andhalf with another, this preventsthe owner of either
groupfrom beingableto accessyour data. With the ac-
cesscontrollist it is alsopossibleto specifymulti-person
access,� any m=”3” � specifiesthatonly threeof thesix
enclosedblocksarerequiredfor accessto thefile.

<?XML VERSION="1.0"?>

<FileData>

<!-- What authority am I doing this for -->
<OwningGroup id="myproject"/>

<!-- I write this. -->
<Writer id="me@asdf.com"/>

<ACL>

<!-- Any one of the following options accesses the data. -->
<any m="1">

<!-- Or I can read my own data, or else -->
<individual id="me@asdf.com" >

<key data="12341234 12341234 12341234 12431234" />
</individual>

<!-- Or access through the following group -->
<group id="group3" project="Celeron">
<key data="12341234 12341234 12341234 12431234" />

</group>

<!-- Access through the following groups in series -->
<group id="group1" project="Design">
<group id="group2" project="Pentium" >
<key data="12341234 12341234 12341234 12431234" />

</group>
</group>

<!-- Or get half the keys from the following locations -->
<any m="2">
<group id="group4" project="Xeon">
<key data="12341234 12341234 12341234 12431234" />

</group>
<group id="group5" project="Merced">
<key data="12341234 12341234 12341234 12431234" />

</group>
</any>

<!-- Escrow -->
<any m="3">
<individual id="Escrow1" > <key data="12341234 12341234 12341234

12431234" /> </>
<individual id="Escrow2" > <key data="12341234 12341234 12341234

12431234" /> </>
<individual id="Escrow3" > <key data="12341234 12341234 12341234

12431234" /> </>
<individual id="Escrow4" > <key data="12341234 12341234 12341234

12431234" /> </>
<individual id="Escrow5" > <key data="12341234 12341234 12341234

12431234" /> </>
</>

</>
</>

</>

Figure4.1
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4 An Implementation of the SFS Ar-
chitecture

Figure4.2 shows the currentSecureFile Systemimple-
mentation.It employsaLinux clientandallowsuniversal
accessto any Web-accessiblefile availableon anFTPor
HTTP server. The SFSimplementationactsas a trans-
parentmiddlewarelayerso thatapplicationsneednot be
changed:SFSaccessesappearjust thesameaslocal file
systemaccesses.

The SFSimplementationwe describein this paperis
only one instantiationof the SFSarchitecture. We be-
lieve SFSClient andGroupServer describedherecanbe
pluggedinto otherdistributedandlocal file systemswith
little difficulty [10], [13].

In thenext sections,wedescribeour initial SFSimple-
mentation,includingtheuniversalfile accesslayerknown
asUFO, the smartcardauthenticationandkey manage-
mentmodule,andtheSFSClientandGroupServer.

4.1 UFO

UFO is a file systemextensionthat providestransparent
accessto files on remoteFTPandHTTP file servers[9].
Using UFO you canaccessandmanagefiles on remote
sitesusing familiar UNIX file utilities like ls, cat, grep,
andvi.

UFOcontrolssubjectprocesseslike a debugger. Using
the native debugging interfaceit is possibleto intercept
systemcallsbeforeandafter they enterthekernel. Once
thecallsareinterceptedby acontrollingprocess,thecon-
trolling processhasthe opportunityto modify the argu-
mentsandreturnvaluesof thecall.

Unlike a debugger, UFO modifiesand servicessome
of the systemcalls madeby the controlledapplication.
During the servicingof the systemcalls extra OS func-
tionality canbe added. This providesa convienentway
of addingextra featuresto the operatingsystemwithout
the normaldrawbacksof doing kerneldevelopment,re-
compiling largepartsof the operatingsystem,recompil-
ing applications,or any othersystemadministrationthat
accompaniesanoperatingsystemupgrade.

UFO’s original purposewasto make remoteFTP and
HTTP file serviceslook like they werelocal filesystems.
Whenanopensystemcall wasmadeon a file, if thefile
was locatedon a remotefilesystem,UFO would satisfy
therequestby downloadingthefile into a local file cache
andthenchangethe openrequestto an openrequestfor
thedownloadedcopy in thecache.All furtheroperations

on the file weredirectedto the cachedcopy of the file.
Thefile staysin thecacheuntil a closewasperformedon
it.

An encryptionlayerwaseasilyaddedinto thisscheme.
First, UFO downloadsan encryptedfile into its cache;
thenthe SFSdecryptfile routine is calledon the down-
loadedfile (assumingthe useris authenticatedandis al-
lowed to accessthe file). Oncethe file is decrypted,the
opencall proceedsusingthedecryptedversionof thefile.
All further operationsaredirectedto the decryptedver-
sionof thefile in the local cache.Whenthefile is closed
andis aboutto bewritten out to theFTPserver, a call is
madeto theSFSencryptfile routine. Oncethefile is en-
crypted,the closeroutinecontinues,writing out thenew
encryptedversionof thefile to theFTPserver.

4.1.1 UFO Advantages

Encryptioncanbeaddedto any layer in thedatastream.
The questionof whereto put the encryptiondependson
many factors. We will look at someof the factorsthat
influencedourdecisionto useUFO.

Key questionsinclude: What is the granularityof the
encryption?Caneverythingon a disk beencryptedwith
the samekey? Caneverything in a certaindirectorybe
encryptedwith thesamekey? Or shouldeveryfile been-
cryptedwith aseperatekey?

We believe that in many situationstherewill besetsof
files thatshouldbesharedwith onegroupof information
consumers,andothersetsof files that shouldbe shared
with othergroupsof informationconsumers.Wherethese
files arestoredshouldnot affect thegroupof information
consumersthatareallowed to accessthe information. It
shouldbepossibleto specifycryptographically-enforced
permissionson a per-file basis. If everythingon a disk
driveis encryptedwith thesamekey, in orderto let some-
onereadoneof your encryptedfiles thekey to theentire
harddrive must be revealedto them. The sameis true
for directories.In orderto let someonereadan encrypt-
edfile in a directorywith all of thefiles encryptedunder
thesamekey; thekey for theentiredirectorymustbere-
vealed. SFSusesseperatekeys for eachfile to provide
fine-graincontrolof file accesses.

Shouldtheencryptionbeend-to-endor link-by-link? In
communicationsyoucanencryptamessageandthensend
theencryptedmessagethroughanunsecuredlink. Or you
canencryptthe link andnot worry aboutencryptingthe
message.In communications,link-by-link encryptionis
straightforwardandhighly effective betweentwo nodes.
However, therearedrawbacks:(1) all links haveto been-
cryptedtoensuresecurity, (2)any nodesalongthechannel
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getaccessto all of theinformation,and(3) many process-
ing cyclesarewastedencryptinginformationthatdoesnot
needto beencrypted.

In someways, storagecan be consideredas a high-
latency communicationsendpoint.Thedrawbacksto link-
by-link encryptionareessentiallythe samein a storage
systemas in a communicationssystem. In link-by-link
encryptionall nodesandlinks in thedatapathneedto be
secured.Physicallysecuringall disksandtapes(for back-
ups)is costlyanderror-prone.

SFSis designedto provideend-to-endencryption.The
informationis encryptedat the informationproducerand
remainsencrypteduntil it reachesthe information con-
sumer. This increasessecuritysubstantiallysincethereis
no needto rely on thestoragesubsystemsto provide se-
curity.

The major disadvantageof end-to-endencryption is
that it allows traffic analysis[14]. File sizesandtheown-
ershipof files arenot hiddenby SFS.SFSdoesencrypt
filenames,but thefilenamesarestill opento someamount
of analysis. SFStreatsdirectorieslike files. A directo-
ry hasa uniquekey andan accesscontrol list like a file.
Whenan informationconsumeris givenaccessto reada
directory, they canreadthe namesof all the files in that
directory. This allows themto seethenamesof files they
may not have permissionto access.Readaccessto the
directoryalso gives them permissionto readthe access
control lists of all of thefiles in thatdirectory. This pro-
videsinformationon which groupsof peoplecanaccess
certainfiles in thatdirectory.

In storagesystemsthepresentationlayer is partof the
filesystem.Adding the encryptionto individual file sys-

temseliminatestheduplicationof this functionalityin ev-
eryprogram.But eachfile systemto usethis functionality
will have to bemodifiedto supporttheencryption.UFO
representsis a middlewarelayerbetweentheapplications
andtheoriginalfile system.

UFO catchessystemcallsafter they leave theapplica-
tion, but beforethey reachthefile system.Oncethesys-
temcallsarecaughtUFOcananddoesmodify them.This
allows UFO to act asthe translatorbetweenthe applica-
tion andthefilesystem.

4.1.2 Improvements to the UFO Implementation

Thecurrentimplementationof UFO [9] wasadequateto
provide a proof of conceptfor our SFSarchitecture(and
wearegratefulto theoriginalUFOdevelopersfor making
theircodeavailableto us),but it needsimprovementto be
usefulin productionversionsof SFS.

For example,therearesomesystemcalls that should
behandledby UFO,but arenot. Thiscausesminorerrors
in someapplicationsrunningon top of UFO. Also, the
readandwrite systemcallsarenotcaught,but mustbeto
supportpartialencryptionanddecryptionof files.

In the original UFO implementation,read and write
systemcallsdid not needto bemodified. Oncetheopen
call was modified, the file descriptorreturnedfrom the
opencall referredto thecachedcopy of thefile soall reads
andwriteswerealreadydirectedat thecachedcopy of the
file. Therefore,therewasno reasonto catchandmodify
thereadandwrite systemcalls.

Thecurrentimplementationrequiresthattheentirefile
beencryptedor decrypted.Thisgivesriseto extra copies
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of thefile in thecache,onefor theencryptedversionand
anotherfor thedecryptedversion.With largefilesthisbe-
comesaproblem.Also, decryptingonly theportionof the
file that is beingreadtakeslesstime thandecryptingthe
entirefile. In UFOthereadandwrite systemcallsneedto
becaughtandmodifiedto supportpartialencryptionand
decryptionof files.

4.1.3 Future improvements to UFO

Internally, UFOrepresentsfilesasunodes, theseareanal-
ogousto inodesin a traditionalfile system.Theseunodes
areidentifiedby their filename,unlike traditionalfilesys-
temsthat identify inodeswith numbers.SinceSFSwill
encryptfilenamesaswell asfile data,every file hastwo
names,theencryptednameandthecleartext name.Using
thefilenameto identify thefiles internallycangetconfus-
ing. This canbe simplified by following the traditional
approachto identifying inodeswith inodenumbers.

The original authorsdivided UFO up into the catcher
module,thefilesystemsmodule,andtheprotocolsmodule
[9]. A fourth module(runninginsidethe kernel)should
be addedthat takes careof the kernel-like functionsof
UFO, such as path nameresolution,managingsubjec-
t processes,andkeepingtrackof mountedfilesystems.In
thecurrentimplementation,this functionalityis mostlyin
theOS-dependentcatchermodulebut thisseparatekernel
modulewould allow muchof it to bemadeto besystem-
independent.

In the original versionof UFO therewerethreetypes
of file systems:local, FTP, andHTTP. Adding encrypt-
edversionsof eachof theseaddsthreemorefile systems
which resultsin codeduplication. Using the vfs layer,
the interfacebetweenthe UFO kerneland the individu-
al filesystemscanbegeneralizedandfile systemscanbe
implementedasseparatelibrariesthatcanbecompiledin
seperatelyif desired.

Wrapfs[13] is animplementationof stackablefile sys-
tem layer conceptin Linux. It runsasa kernel loadable
moduleand can sit on top of one or more filesystems.
Eachlayer in a vfs (virtual file system)stackhasthe o-
portunityto manipulatethedataandthenpassthedatato
thenext layerin thestack.Thetop layerin thestacktalks
to the applicationandthebottomlayer in thestacktalks
to thestoragedevice. A vfs stackis just a stackof trans-
lation layers.SFScouldbeimplementedasa layerin the
vfs stack.

UFO runscompletelyin userspace,which allowsany-
one to install and useit without root privileges. While
wrapfshasa performanceadvantageover UFO, because
it runsin kernelspaceanddoesnothaveto context switch

or usetheslow debugginginterface.Wewould liketo im-
plementSFSusingboth approachesandhave chosento
doUFOfirst becauseit is easierto implementauserlevel
programandUFOis easierto install thanwrapfs.

SFScould alsobe integratedinto the Intermezzodis-
tributedfile system[10]. Intermezzohasmuchmoreso-
phisticatedsharingandclient cachingsemanticsthanU-
FO, but at presenthasno mechanismsto provide secure
accessto encryptedfiles.

4.2 Smart Cards

In this sectionwe describeLinux smartcardtechnology
andhow weareapplyingit theproblemof authentication
andkey managementin theSFSimplementation.

A smartcard[11] lookslike a creditcardandcaneven
be usedasone,but it hasa major advantageover credit
cardsmagneticstrips: its own processor. On a Schlum-
bergerCyberflex Accesssmartcardthereis 64 kilobytes
(kB) of totalmemory. Mostof thismemoryis usedfor the
thesmartcardOSandtheJava Virtual Machine.Thereis
16 kB of EEPROM left over for the user. This memory
is non-volatile. Thereis alsoa smallamountof RAM (¡1
kB). Smartcardshave no batteries:theprocessoris acti-
vatedby placingthesmartcardin acardreaderwhichcan
beattachedto a PC,anATM, or whatever.

Thesmartcardcantransferinformationat 55,800bits
per secondto andfrom the cardreader. The smartcard
processorallows a higherlevel of securitythana simple
magneticstrip (but not perfectsecurity– see[15]). The
processorgivesustheability to do computationsinternal
to thesmartcard(primarily decryption). It alsoallowsus
to blockout certainpartsof thecardby PIN numbers.S-
martcardsdon’t allow directaccessto storedinformation
(aswith a magneticstrip). With theprocessorcontrolling
accessto thememoryon thecard,commandshave to be
sentto theprocessoron thecarditself to getat the infor-
mationon thecard. This allows theprocessorto require
theuserto authenticatethemselvesto thesmartcardbe-
fore informationis returned.

4.2.1 PC/SC and MUSCLE

PC/SC[16] is an evolving, industry-standardAPI that
is meantto provide a card readerstandardso that any
PC/SC-compliantsmart card can work acrossmultiple
platforms. Its purposeis to createinteroperabilityat all
levelsof thesmartcardandthereaderthroughtheuseof
a resourcemanager(which canbe thoughtof asa serv-
er) and a serviceprovider (which can be thoughtof as
a client). Thesetwo layersof abstractionallow systems
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to treatdifferentsmartcardsanddifferentreadersin the
sameway. Thisallowsmultipleapplicationsto talk to the
server, andthusthesmartcard.PS/SCis basicallya way
to translatethe byte commandswhich vary from manu-
facturerto manufacturerso onecanmake programsthat
will work onmultiplecard/readercombinations.

TheMUSCLE (Movementfor theUseof SmartCards
in a Linux Environment)project [12] is an implementa-
tion of the PC/SCstandardin Linux. MUCSLE imple-
mentsthis with a client/server scheme.PC/SCdefinesa
resourcemanager. This is theserver. Theresourceman-
agermanagesthesmartcardreaders.PC/SCalsodefinesa
serviceprovider. This is theclient to theresourcemanag-
er. Applicationsconnectto theresourcemanagerthrough
theserviceprovider. Theserver andclient communicate
throughtheuseof MICO, a freeCORBA implementation
[17].

We areusingMUSCLE because(1) it is opensource,
(2) it works on Linux, and (3) it can ideally be used
with any PC/SC-compliantsmartcardalthoughright now
MUSCLE only supportsthe newer Schlumberger cards.
MUSCLEsupportsreadersfrom numerouscompaniesin-
cluding Towitoko, Schlumberger, AmericanBiometrics,
andGemPlusthough.

PS/SCdefinesthefollowing classesasthebaseAPI for
accessingthesmartcard:

SCARDThisgivesapplicationsawayto connectto the
smartcard. In PC/SC,this classis requiredbecauseit
is how the client connectsto a smartcard. This classis
the only classrequiredby PC/SC.All other classesare
optional.

FILEACCESSThis classallows basic file accessto
files on the smartcard. It allows you to do thingssuch
asdelete,create,readandwrite fileson thesmartcard.

CHVERIFICATION This allows managementof
CHVerification(CardHolderVerification)keys on thes-
mart card. This can only be accomplishedby someone
whohasthemasterkey to thecard.

CARDAUTH Thisclassallowsthecardto authenticate
itself cryptographically.

CRYPTPROV Thisclassgivesaccessto cryptographic
featuresof thesmartcard.

Thesearethe classesasdefinedby PC/SC.MUSCLE
hasimplementedenoughto createfiles, readthem, and
do somePIN verification. MUSCLE hasnot implement-
edCHVERIFICATION, CARDAUTH, or CRYPTPROV.
Theseclassesarenot necessary, though,aswe areplan-
ning to useJava for thesefunctions(PC/SCdoesnot de-
fine standardsfor Java). What we areplanningto do is
to sendbyte codesthat will control the Java command-
s. We areusingMUSCLE to be asPC/SC-compliantas

possible.Sendingbytecommandsto a smartcardis not
really PC/SC-compatible,but it is the only way current-
ly to run theJava. By usingPC/SCasmuchaspossible,
wearegiving peoplethechanceto pick their reader(byte
commandsarecard-specific,not reader-specific). MUS-
CLE’s PC/SCimplementationis alsothecleanestway to
sendbytecommandsto thesmartcard.

The Java classeswe usearebasicI/O classesto send
andreceiveinformationto andfrom thecard.Thesefunc-
tionsarein the javacard.framework.APDUclass.We al-
so use the javacard.framework.PIN classfor PIN veri-
fication. This can be usedinsteadof the PC/SCclass
CHVERIFICATION if we choose.We will alsobeusing
javacardx.crypto.RSAPrivateKey and RSA PublicKey.
TheseclassesimplementRSA algorithmsandstorepri-
vatekeys andwill beusedto do theactualdecryptionof
thefile key sentto thesmartcardby thegroupserver.

SinceaJavaclassexistsaslongasthecardis function-
ing, onceour programhasbeeninstantiatedon the card
andthe key hasbeeninitialized, the cardwill take a file
key encryptedto it (thecard),decryptit, andreturnit the
the SFSClient so it candecryptthe file. The important
thing is thatthesmartcardallowsusto storeprivatekeys
on thecardand,sincethecardcando thedecryptionin-
ternally, thefile key will never leave thecard.

4.3 SFS Client and XML Header

TheSFSClient tiestogetherthethreepartsof theSecure
File System:theclient file system(UFOin thiscase),the
GroupServer, andSmartCards.It handlesall of thecryp-
tographicfunctionsincludingtheencryptionanddecryp-
tion of filesandtheencryptionanddecryptionof all com-
municationover thenetwork.

SFSClient is first called when the client file system
sendsa file referenceto it. SFSClient thendeterminesif
thefile is encryptedand,if so, it obtainsanXML header
for the file. Using the smartcard to digitally sign and
encryptall communications,SFSClient sendstheGroup
ServertheXML headerand,if thecurrentuserhasaccess,
accordingto the XML header, the key to the file is then
encryptedto the user’s smartcardandsentbackto SFS
Client. SFSClient then forwardsthe encryptedkey to
thesmartcardwhich decryptsit andsendsthekey back.
SFSClient is thenable to decryptthe file andreturn to
theclient file system,which transfersthe file to the user
application.

The headeris a human-readableASCII text file using
XML (eXtensibleMarkupLanguage).This allows us to
examinetheXML headerandseeexactlywhatit contain-
s,reducingthepossibiltyof covertchannelsin theheader.
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It containsthe authorof the file, the owning group and
theAccessControlList (ACL). TheACL allows theuser
to explicity definewho canaccessthedata.It alsoallows
theuseof key escrow techniques,suchasrequiringatleast
two peopleout of a threepersongroupto accesstheda-
ta. Embeddedin theACL is thekey for thefile encypted
to theGroupServerusingpublic/privatekey crytography.
An exampleXML file is shown in Figure4.1.

4.4 Detailed Example

First, a useraccessesa file while runningUFO. The file
systemcall is caughtandinterpretedby UFO which ac-
cessesthe file andthenpassesthe file andit’s headerto
SFSCore. SFSClient thenexaminesthe headerto de-
terminewhich GroupServer is involved.SFSClient then
sendstheheaderto theGroupServerencryptingandsign-
ing the communicationschannelwith the public key en-
cryption routineson the client smartcard. The Group
Server, with a smartcardof its own, is ableto verify who
the requestis coming from andby examiningthe XML
headerit hasreceivedis ableto grantor deny accessto

the user. If accessis granted,the GroupServer takes
the encryptedkey embeddedin the XML, decryptsit,
and then re-encryptsit to the client’s smartcard. The
Group Server then sendsthis re-encryptedkey back to
SFSClient. The SFSClient sendsthe encryptedkey to
theclient smartcardwhich decryptsandreturnsthekey.
The decryptedkey is usedby SFSClient to decryptthe
file. Oncethefile hasbeendecryptedSFSClient thenre-
turnscontrolbackto UFOandtheuserapplicationis able
to accessthefile transparently.

5 Conclusions and Future Work

SFSprovidesamechanismfor securinginformationfrom
the information producerto the information consumer.
We plan to port the SFSClient and GroupServer code
to otherdistributedandlocal file systemsoncethe UFO
implementationis complete.

Sourcecode,papers,and informationaboutnew SFS
developmentswill be madeavailable at our web site:
http://www.securefilesystem.com.
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