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Abstract

The SFSprovidestransparentend-to-encencryption[1]

supportto usersaccessindfiles acrossthe Interneton
HTTP or FTP seners. In this paperwe describea SFS
architecture the currentimplementation and the future
directionsfor ourwork.

1 Introduction

In this paperwe describethe SecureFile System(SFS)
which provides end-to-endencryptionand key manage-
mentsupportto usersaccessindile acrosgheInterneton

HTTP or FTP seners. The SFSimplementatioris only

oneinstantiationof the SecureFile Systemarchitecture,
which consistof afile accesdayer, asmartcardmodule,
andtheSFSClientandGroupSener. In therestof thepa-

perwe describepreviouswork in encryptingfile systems,
outline the SecureFile Systemarchitecture the current
SFSimplementationandthe SFSClientandGroupServ-

er. Finally, we discusduturedirectionsfor our efforts.

2 PreviousWork

In this sectionwe review otherreseachor productefforts
in encryptionfor sharedpersistenstorage.

2.1 VolumeEncryptors

Severaldisk encryptionsystemsareavailablewhich usea
device driver layer (called a filter driver in Windows) to
encryptanddecryptdataasit is sentto andrecevedfrom
a disk. Thesesystemsnclude PGPDisk from Network
Associatesthe SecureFile Systemby PeterGutmannat
the University of Auckland[2], and TorDisk by Alexan-
der Tormase [3]. Thoughcorvenientfor protectingw-
holediskvolumesyolumeencryptorsio notallow access
controlsonfine-grainobjectslik e directoriesandfiles.

2.2 FileEncryptors

To achieve end-to-endencryptionthe encryptioncan be
donein the presentatiotayer or applicationlayer. Brute
force encryptionat the applicationlayer requiresthat al-
| applicationsthat needto work with encryptedfiles be
rewritten to includesupportfor encryption.Thisis clear
ly unacceptabléor storagesystems.
Filesmaybeencryptednaperfile basisusingtool like
PGR developedby Phil Zimmerman[4]. Thoughuseful
for theshort-termencryptionrequirementsf a singleus-
er, it is notgenerallyusefulmanagingsharednformation
storedfor thelong termbecausét is basedon identity of
the consumer If the consumelis not directly known or
changeqasis the casein mary organizationsthenary
PGP-encrypteélle mustbere-encrypted.



2.3 FileSystem Encryptors

The Cryptographid-ile System(CFS)[5] wasdeveloped
by Matt Blazeat AT&T. CFSallows usergto encryptfiles
on a perdirectorybasisusinga singlekey. An NFS lay-
erimplementedheencryption decryptionandkey man-
agementocally on a trustedclient: files wereencrypted
while in transitbetweenthe trustedclient the unstrusted
network andsener. In the original CFSimplementation,
sharindfilesrequiresharingthekeys. Thekey distribution
problemmakesthis difficult. Blazeproposeda key man-
agemenschemehathelpsaddressheseissuedn [6].
TheTransparenCryptographid-ile System(TCFS)[7]
was developedat the University of Salerno ltaly. It im-
proves on the CFS designby removing the NFS clien-

t encryptionlayerbut still hasa limited key management

scheme.

The SatanFile Systemwas developedat Carngjie-
Mellon University The implementationemploys C li-
brarymodificationghatreadafile into mainmemory de-
cryptsthedataandthendeliversit to theapplication.The
basicideais to link the applicationsagainsta set of li-
brariesthatprovide encryptedsersionof standardibrary
calls. This solvesthe problemof rewriting the applica-
tions, but the applicationsstill needto be recompiledor
at leastrelinked. Also every programwill have to have
an unencryptedand encryptedversionfor working with
encryptediles or unencryptediles.

IBM’s Distributed File System(originally known as
AFS and then commercializedby Transarc,a compary
acquiredoy IBM) assumethatsecurityis anetwork prob-
lem. Marny systemsexpect usersand adminstratorgo
assumehat their implementatioris trustedandthat net-
work securitymeasuresan be effectively implemented
independentlyof other securitymeasures.This alsoas-
sumesthatthe securitymeasuregor the backupsHSM,
file cachesandadministratorshemselesareflawless.

TheNetworkedAttachedSecureDisks(NASD) project
[8] at CMU createdsecurityfor accessindiles on stor
agedevices(NASD diskdrives)attachedlirectlyto anet-
work. Network keys are generatednddistributedto the
users.The entiresystemis basedon thefile systemcon-
troller beingtrusted. NASD alsohasa single symmetric
masterkey betweereachfile systemanddisk drive.

Microsoft'sEncrypted-ile SystemEFS)is availablein
MicrosoftNT 5.0. It canencryptanddecrypton a perfile
and perdirectorybasis. This systemspecifiesthat there
arebackup’personas” thathave accesgo all datain the
clearandthusadministratve dataprotection.

Other relatedwork includes|[5], [9], [6], [10], [11],
[12].

3 The Secure File Sytem (SFS) Ar-
chitecture

3.1 Overview

We are developing the SecureFile Systemas OS- and
application-independergecurity middlevare. Our ap-
proachis to develop techniqueswhich crptographically
protectinformationatthe sourceandunprotectlataatthe
intendedconsumerTheidentity of who "needs-to-kna/”
is keptasanattribute of thefile.

Cryptographicallysealingafile or directoryallows the
informationinfrastructuresecurityto be relaxed: routine
systemadministrationbackupandrestorearchiving need
notbetrustednor evenphysicallysecuresincethe datais
protectechtall times.

Our approachalsoallows decentralizedhccesgights,
where small groupsof peoplecan defineamongthem-
selhes (without the help of an untrustedsystemadmin-
strator)who is allowedto look at certaininformationand
whatsetof rulesmustbefollowedto do so. Thisis critical
becausesecureinformationsharingis requiredfor effec-
tive cross-oganizationatecisionmaking.

We definethefollowing terms:

¢ InformationProducer— has(by definition)the data
in the clearandhasthe authorityto definewho can
seetheirdata

¢ InformationConsumer— needghedatain theclear
(by definition) and has the (undeniable)ability to
pasgtheinformationon

e GroupAgent— determinegroupmembershigwho
needdo know), andprovidesa non-repudiablaudit
trail.

Information needsto be communicatedbetweenbe-
tween the producerand the consumer: except for the
group agent,no otherentity is allowed to “see” the in-
formationin the clear This meansthe information is
cryptographically-sealeghile storedon disk or tapeand
while in transiton the network.

Information ownershipis basedon organizationsand
theirmandateproducerandconsumergandynamically
defineand createtheir own groupsfor informationshar
ing.

Trustedsystemsaredifficult. Trustednetworks of file
systemsare virtually impossible. This systemis focus-
ing insteadon creatinginformation securitymiddleware
to protectinformationfrom the producerto the consumer
so that the numberof entitiesthat musttrustedis mini-
mized.



True "End-to-End” — other systemsencrypta link
or to aweb sener, but SFSencryptsfrom theinfor-
mationproducetto informationconsumer

Distributed Membership— definedby the userde-
partmentsnot by systemadministrators.

StoredEncrypted— backups,archives, networks,
etc. areall protected.

Audit Trails — non-repudiableaudit trails of re-
gueststo accesdiles are maintainedby the Group
Agent.

e Flexibly Tag Information— by its purpose(s)not
justthe producersidentity: Boardof Directors,Ex-

ecutive Policy malers,ProjectX, etc.

Cryptographically Enforced — strong encryption
usedfor the information and smartcardsand PKI
usedto secureandmanagekeys.

With our approachthe producerdefines’AccessCon-
trol Meta-data”. The accessontrollist is a specification
of purposeof the informationwhich definesthe needto
know. This specificatiorof purposds definedthroughan
accesgormulawhich definegheactionsof the consumer
to agentsof the producer(or others)to unlock the infor-
mationproducedy theconsumer

By solving the formula, the key to thefile is revealed
(potentially only) to the consumer The formula canbe
arny combinatiorof usersgroupsandprojects.Any com-
binationof logical AND andOR operationsaswell asN-
personcontrolcanbe used.N-personcontrolfor backups
andsensitve informationrequiresthat multiple identities
or organizationamembership.An exampleof the meta-
dataformatis shavn if figure4.1.

3.2 Real-world examples
3.21 Private projectswithin an organization

Every organizationhas projectsthat are more sensitve
than others. Theseprojectsinclude peoplethat are not
typical IS supportpersonnel.Theseprojectsincludecor
poratereductionprojects.emplojeemedicalinformation,
metgersand acquisitions,Board of directors,executive
compensatioretc. This sensitve informationis typically
handledby locking up papercopies. Long term central-
izedstorageof this kind of informationis bothdangerous
to a corporation$ viability andpotentiallycanpotentially
resultin SEC,civil andcriminal penalties.

This kind of sensitve informationshouldnot be stored
on centralizedile senersbecausef the large numberof

peopleoutsidethe projectmembershipgequiredto man-
agethenetworks,seners,backupsetc. It is typicalthat5

percenbf everyorganizations InformationSystemsup-
port personnel.While IS supportis a hecessitythe fact
thata sensitve 10 personprojectwithin a 10,000person
compaly has500 peopleto supportthemis a significant
vulnerability.

While eachsupportpersondoesnot have universalac-
cessor knowledge,eachof the professionabystemsad-
ministratorg(SA) have accesgo a portion of the process.
The email SA cansurfthe email, the desktopSA hasre-
moteaccesso thedesktopmachinethefile senerSA can
surfthefiles, the network SA cansniff the networks, the
backupSA cansurfthe backupsandeventhe persorthat
worksin thewarehous¢hatcontainghebackuptapescan
eitheraccesghetapesor give othersaccesgo this sensi-
tiveinformation.

This systemis designedo protectthe datafrom one
projectmembers deskto the other Managemenof the
projectmemberships notan|S job, a simpleto operate,
tamperesistantgroup sener” allows groupmembership
to be directly managedy a projectmemberin a decen-
tralizedmanner

Oncedatais protectedin this manney malicious,dis-
gruntled or just curious emplgyeesare no longer even
temptedto accesghis information becauséhe informa-
tionis protected.

A sideissueto noteis thatif a hacler gainsaccesgo
aninternalnetwork or evengainsaccesso a SA account,
theprotectednformationwill notbevulnerable.

3.2.2 Outsourced Information storage

While IS employeesarea potentialrisk, the tendeng of
companiego outsourceheir IS professionalaswell as
thelS equipmento outsidecompanie®itherat theirown
locationor the othercompaniedocation. This increases
therisksto sensitve information. The sameoutsourcing
compaly canbe have a competitorasa customerandthe
potentialfor informationcrosspollinationis there.

By protectingtheinformationwhile it is still undercon-
trol of the projectmembersijt doesnot matterwho man-
ageghestorage.

3.2.3 Outsourced Intranet Servers

Most companieshave mary more internal Intranetweb
senersthaninternetseners.While todayit is possibleto
outsourcghe managemeruf thelnternetwebsener, it is
not possibleto securelyoutsourcethe intranetweb sites



without protectingthe datain a way that the administra-
torsof thehostingweb site arenot a vulnerability.
This technologycanallow all of acompaniesensitve

3.4 XML AccessControl List

The XML accesscontrol list allows the userto explicit-

intranetinformationbestoredandmanagedy companies !y defineexactly who hasaccesso their data. An ex-

like AOL.

3.24 Sharing sensitive information

Many organizationshave partnershipsvith otherorgani-
zationsandhave anecessityo sharesensitve information
with thatorganization.Today this is managedy allow-
ing one organizationto have accesdo the other maybe
with leasedinesbehindthefirewalls. Thisresultsn asig-
nificantamountof administratve overheador networks
andforeign accesgo file senersandsignificantly high-
er vulnerability SFSallows sensitve informationto be
protectedandthenpublishedoutsidethe firewalls so that
theotherorganizatiorcanaccessheinformationthatthey
needwithout having unfetteredaccesgo the entireorga-
nization.

This sharingcanbe anorymousto the producinginfor-
mationor canbe with audit trails backto the producing
organization.

Anotheraspectof sharingsensitve informationis the
ability of projectmembersto be ableto mandatemulti
personcontrol of informationaccessand datarecovery.
Othersystemdack this fundamentafeature.

3.3 Group Server

The GroupSeneris theonly trustedentity of the SFSar-

chitecture.All file keys areencryptedo the GroupServ-
er's public key andstoredin a heademwith every encrypt-
edfile. Thisheadercontainsanaccesgontrollist which

is forwardedto the GroupSenerwhenafile is accessed.

The GroupSeneris thenableto determingf theuserhas
accesgo thefile. If so,thefile key is returnedo theuser
andtheusercanaccesshedata.

TheGroupSeneris alsothesingleadministratve point
of the SFSArchitecturebecausat controlsaccesso all
encryptedfles. This allows the additionandremoval of
persondrom groupsfairly simpleandallows for an ex-
tensive audit trail detailingwhat file was accessedwho
accessed, whattime it wasaccessedandwhereit was
accesseffom.

ampleis shown if Figure4.1. This example startsout
with two fields definingthe ownerit their owning group.
This is thenfollowed by several blocks of XML which
definewho hasaccesdo the data. The statementkary

m="1"> meansthat only one of the enclosedblocksis

necessaryo accesghefile. This allows usersto speci-
fy accesdo one person(me@asdf.compr a groupand
project(design). The groupscan be specifiedin series,
thisrequiresthatthe userbe a memberof both groups.It

is alsopossibleto keephalf of thethe key with onegroup
and half with another this preventsthe owner of either
groupfrom beingableto access/our data. With the ac-
cesscontrollist it is alsopossibleto specifymulti-person
accessgary m="3"> specifieghatonly threeof the six

enclosedlocksarerequiredfor accesgo thefile.

<?XM. VERSI ON="1. 0" ?>
<Fi | eDat a>

<!-- \Wat authority am| doing this for -->
<Oani ngGroup i d="nyproject"/>

<l-- | wite this. -->
<Witer id="ne@sdf.conl/>

<ACL>

<l-- Any one of the followi ng options accesses the data. -->
<any nmE"1">

<l-- O | can read ny own data, or else -->
<i ndi vi dual id="ne@sdf.cont >

<key data="12341234 12341234 12341234 12431234" [>
</i ndi vi dual >

<l-- O access through the fol |l owing group -->
<group id="group3" project="Cel eron">

<key data="12341234 12341234 12341234 12431234" [>
</ group>

<!-- Access through the follow ng groups in series -->
<group id="groupl" project="Design">
<group id="group2" project="Pentiun >
<key data="12341234 12341234 12341234 12431234"
</ group>
</ group>

<l-- O get half the keys fromthe fol | owing | ocations -->
<any nE"2">
<group id="group4" project="Xeon">
<key data="12341234 12341234 12341234 12431234" [>
</ group>
<group id="group5" project="Merced">
<key data="12341234 12341234 12341234 12431234" [>
</ group>
</ any>

<!-- Escrow -->
<any nE"3">
<i ndi vi dual
12431234" |> </ >
<i ndi vi dual
12431234" | > </>
<i ndi vi dual
12431234" | > </>
<i ndi vi dual
12431234" | > </>
<i ndi vi dual
12431234" | > </ >
</>
</>
</>
</>

id="Escrowl" > <key data="12341234 12341234 12341234

id="Escrow2" > <key data="12341234 12341234 12341234

id="Escrowd" > <key data="12341234 12341234 12341234

id="Escrow4" > <key data="12341234 12341234 12341234

id="Escrows" > <key data="12341234 12341234 12341234

Figure4.1



4  AnImplementation of the SFSAr-
chitecture

Figure 4.2 shaws the currentSecureFile Systemimple-
mentationt employsaLinux clientandallows universal
accesgo arny Web-accessibléle availableonan FTP or
HTTP sener. The SFSimplementatioractsasa trans-
parentmiddlewvarelayer so that applicationsneednot be
changed:SFSaccesseappealust the sameaslocal file
systemaccesses.

The SFSimplementationwe describein this paperis
only one instantiationof the SFSarchitecture. We be-
lieve SFSClientandGroupSener describecherecanbe
pluggedinto otherdistributedandlocal file systemsawith
little difficulty [10], [13].

In the next sectionswe describeour initial SFSimple-
mentationjncludingtheuniversalfile accessayerknown
asUFO, the smartcard authenticatiorandkey manage-
mentmodule,andthe SFSClientandGroupSener.

41 UFO

on the file were directedto the cachedcopy of the file.
Thefile staysin the cacheuntil a closewasperformedon
it.

An encryptionlayerwaseasilyaddednto this scheme.
First, UFO downloadsan encryptedfile into its cache;
thenthe SFSdecryptfile routineis called on the down-
loadedfile (assuminghe useris authenticateéndis al-
lowedto accesghefile). Oncethefile is decryptedthe
opencall proceedsisingthe decryptedrersionof thefile.
All further operationsare directedto the decryptedver-
sionof thefile in thelocal cache.Whenthefile is closed
andis aboutto be written outto the FTP sener, a call is
madeto the SFSencryptfile routine. Oncethefile is en-
crypted,the closeroutine continueswriting out the new
encryptedsersionof thefile tothe FTP sener.

4.1.1 UFO Advantages

Encryptioncanbe addedto ary layerin the datastream.
The questionof whereto put the encryptiondependn
mary factors. We will look at someof the factorsthat
influencedour decisionto useUFO.

Key questiondnclude: Whatis the granularityof the
encryption?Caneverythingon a disk be encryptedwith

UFQ s afile systemextensionthat providestransparent the samekey? Caneverythingin a certaindirectory be

accesgo files onremoteFTP andHTTP file seners[9].
Using UFO you canaccessand managefiles on remote
sitesusing familiar UNIX file utilities like Is, cat, grep,
andvi.

UFO controlssubjectprocessetik e a dehugger Using
the native delugginginterfaceit is possibleto intercept
systemcalls beforeandafterthey enterthe kernel. Once
thecallsareinterceptedy a controllingprocessthecon-
trolling processhasthe opportunityto modify the argu-
mentsandreturnvaluesof thecall.

Unlike a delugger UFO modifiesand servicessome
of the systemcalls madeby the controlled application.
During the servicingof the systemcalls extra OS func-
tionality canbe added. This providesa corvienentway
of addingextra featuresto the operatingsystemwithout
the normal dravbacksof doing kerneldevelopment,re-
compiling large partsof the operatingsystem,recompil-
ing applicationsor ary othersystemadministratiorthat
accompanieanoperatingsystemupgrade.

UFOQO'’s original purposewasto make remoteFTP and
HTTP file servicedook like they werelocal filesystems.
Whenan opensystemcall wasmadeon afile, if thefile
was locatedon a remotefilesystem,UFO would satisfy
therequesby downloadingthefile into alocalfile cache
andthenchangethe openrequesto an openrequestor
thedownloadedcopy in thecache All furtheroperations

encryptedvith the samekey? Or shouldeveryfile been-
cryptedwith aseperatéey?

We believe thatin mary situationstherewill be setsof
files thatshouldbe sharedwith onegroupof information
consumersand other setsof files that shouldbe shared
with othergroupsof informationconsumersWherethese
files arestoredshouldnot affect the groupof information
consumerghatareallowedto accesshe information. It
shouldbe possibleto specify cryptographically-enforad
permissionon a perfile basis. If everythingon a disk
driveis encryptedwith thesamekey, in orderto let some-
onereadoneof your encryptediles the key to the entire
hard drive mustbe revealedto them. The sameis true
for directories.In orderto let someoneeadan encrypt-
edfile in adirectorywith all of the files encryptedunder
the samekey; thekey for the entiredirectorymustbere-
vealed. SFSusesseperatekeys for eachfile to provide
fine-graincontrolof file accesses.

Shouldtheencryptiorbeend-to-enar link-by-link? In
communicationgou canencryptamessagandthensend
theencryptednessag¢hroughanunsecuredink. Oryou
canencryptthe link and not worry aboutencryptingthe
messageIn communicationslink-by-link encryptionis
straightforvard and highly effective betweentwo nodes.
However, therearedrawbacks:(1) all links haveto been-
cryptedto ensuresecurity (2) ary nodesalongthechannel
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getaccesso all of theinformation,and(3) mary process-
ing cyclesarewastedencryptingnformationthatdoesnot
needto beencrypted.

In someways, storagecan be consideredas a high-
latengy communicationgndpoint.Thedravbackgo link-
by-link encryptionare essentiallythe samein a storage
systemasin a communicationsystem. In link-by-link
encryptionall nodesandlinks in the datapathneedto be
securedPhysicallysecuringall disksandtapeqfor back-
ups)is costlyanderrorprone.

SFSis designedo provide end-to-endencryption.The
informationis encryptedat the informationproducerand
remainsencrypteduntil it reacheghe information con-
sumer This increasesecuritysubstantiallysincethereis
no needto rely on the storagesubsystemso provide se-
curity.

The major disadwantageof end-to-endencryptionis
thatit allows traffic analysis[14 File sizesandthe own-
ershipof files are not hiddenby SFS.SFSdoesencrypt
filenameshut thefilenamesarestill opento someamount
of analysis. SFStreatsdirectorieslike files. A directo-
ry hasa uniquekey andan accessontrollist like afile.
Whenan informationconsumeis givenaccesdso reada
directory they canreadthe namesof all the files in that
directory This allows themto seethe namesof files they
may not have permissionto access.Readaccesgo the
directory also gives them permissionto readthe access
controllists of all of thefilesin thatdirectory This pro-
videsinformationon which groupsof peoplecanaccess
certainfilesin thatdirectory

In storagesystemghe presentatiortayeris partof the
filesystem. Adding the encryptionto individual file sys-

temseliminategheduplicationof thisfunctionalityin ev-
ery program.But eachfile systento usethisfunctionality
will have to be modifiedto supportthe encryption.UFO
representss a middlewvarelayerbetweertheapplications
andtheoriginalfile system.

UFO catchessystemcalls afterthey leave the applica-
tion, but beforethey reachthefile system.Oncethe sys-
temcallsarecaughtUFO cananddoesmodify them.This
allows UFO to actasthe translatorbetweenthe applica-
tion andthefilesystem.

4.1.2 Improvementstothe UFO Implementation

The currentimplementatiorof UFO [9] wasadequatédo
provide a proof of conceptfor our SFSarchitecturgand
we aregratefulto theoriginal UFO developerdor making
their codeavailableto us),but it needsmprovemento be
usefulin productionversionsof SFS.

For example,thereare somesystemcalls that should
behandledby UFO, but arenot. This causesninor errors
in someapplicationsrunning on top of UFO. Also, the
readandwrite systemcallsarenot caughtbut mustbeto
supportpartialencryptionanddecryptionof files.

In the original UFO implementation,read and write
systemcalls did not needto be modified. Oncethe open
call was modified, the file descriptorreturnedfrom the
opencall referredo thecachedopy of thefile soall reads
andwriteswerealreadydirectedatthecachedcopy of the
file. Therefore,theravasno reasornto catchand modify
thereadandwrite systemcalls.

Thecurrentimplementatiommequiresthatthe entirefile
be encryptedor decrypted.This givesrise to extra copies



of thefile in the cache pnefor the encryptedversionand
anotherfor thedecryptedrersion.With largefilesthis be-
comesaproblem.Also, decryptingonly theportionof the
file thatis beingreadtakeslesstime thandecryptingthe
entirefile. In UFO thereadandwrite systenmcallsneecdto
be caughtandmodifiedto supportpartial encryptionand
decryptionof files.

4.1.3 Futureimprovementsto UFO

Internally, UFO representfiles asunodes, theseareanal-
ogousto inodesin atraditionalfile system.Theseunodes
areidentifiedby their filename,unlike traditionalfilesys-
temsthat identify inodeswith numbers. Since SFSwill
encryptfilenamesaswell asfile data,every file hastwo
namestheencryptechameandthe cleartext name.Using
thefilenameto identify thefilesinternallycangetconfus-
ing. This canbe simplified by following the traditional
approacho identifying inodeswith inodenumbers.

The original authorsdivided UFO up into the catcher
module thefilesystemsnodule,andthe protocolsmodule
[9]. A fourth module(runninginsidethe kernel)should
be addedthat takes care of the kernel-like functions of
UFO, such as path nameresolution, managingsubjec-
t processesandkeepingtrack of mountedilesystemsin
thecurrentimplementationthis functionalityis mostlyin
the OS-dependertatchemodulebut this separatéernel
modulewould allow muchof it to be madeto be system-
independent.

In the original versionof UFO therewerethreetypes
of file systems:local, FTR andHTTPR. Adding encrypt-
edversionsof eachof theseaddsthreemorefile systems
which resultsin codeduplication. Using the vfs layer,
the interface betweenthe UFO kerneland the individu-
al filesystemscanbe generalizedandfile systemsanbe
implementedasseparatdibrariesthatcanbe compiledin
seperatelyf desired.

Wrapfs[13] is animplementatiorof stackabldile sys-
tem layer conceptin Linux. It runsasa kernelloadable
module and can sit on top of one or more filesystems.
Eachlayerin a vfs (virtual file system)stackhasthe o-
portunityto manipulatehe dataandthenpassthe datato
thenext layerin the stack.Thetop layerin the stacktalks
to the applicationandthe bottomlayerin the stacktalks
to the storagedevice. A vfs stackis just a stackof trans-
lation layers.SFScouldbeimplementedasalayerin the
vfs stack.

UFO runscompletelyin userspacewhich allows ary-
oneto install and useit without root privileges. While
wrapfshasa performanceadvantageover UFO, because
it runsin kernelspaceanddoesnothaveto contet switch

or usetheslow delugginginterface.We would liketo im-
plementSFSusing both approachesnd have chosento
do UFOfirst becausd is easielto implementa userlevel
programandUFQ is easietto install thanwrapfs.

SFScould also be integratedinto the Intermezzodis-
tributedfile system[10]. Intermezzchasmuchmoreso-
phisticatedsharingand client cachingsemanticghan U-
FO, but at presenthasno mechanismso provide secure
accesso encryptediles.

4.2 Smart Cards

In this sectionwe describelinux smartcardtechnology
andhow we areapplyingit the problemof authentication
andkey managemerih the SFSimplementation.

A smartcard[11] lookslike a creditcardandcaneven
be usedasone,but it hasa major advantageover credit
cardsmagneticstrips: its own processar On a Schlum-
bemger Cyberflex Accesssmartcardthereis 64 kilobytes
(kB) of totalmemory Most of thismemoryis usedfor the
thesmartcardOSandthe Java Virtual Machine.Thereis
16 kB of EEPROM left over for the user This memory
is non-wolatile. Thereis alsoa smallamountof RAM (j1
kB). Smartcardshave no batteries:the processois acti-
vatedby placingthesmartcardin a cardreademhichcan
beattachedo aPC,anATM, or whatever.

The smartcard cantransferinformationat 55,800bits
per secondio andfrom the cardreader The smartcard
processoallows a higherlevel of securitythana simple
magneticstrip (but not perfectsecurity— see[15]). The
processogivesustheability to do computationsnternal
to thesmartcard(primarily decryption). It alsoallowsus
to block out certainpartsof the cardby PIN numbers.S-
martcardsdon't allow directaccesgo storedinformation
(aswith amagneticstrip). With the processocontrolling
accesgo the memoryon the card,commandsave to be
sentto the processoon the carditself to getat the infor-
mationon the card. This allows the processoto require
the userto authenticatehemselesto the smartcardbe-
fore informationis returned.

421 PC/SCand MUSCLE

PC/SCJ[16] is an evolving, industry-standarcAPI that
is meantto provide a card readerstandardso that any
PC/SC-compliansmart card can work acrossmultiple
platforms. Its purposeis to createinteroperabilityat all
levels of the smartcardandthereaderthroughthe useof
a resourcemanagein(which canbe thoughtof asa serv-
er) and a serviceprovider (which can be thoughtof as
a client). Thesetwo layersof abstractiorallow systems



to treatdifferentsmartcardsanddifferentreadersn the
sameway. This allows multiple applicationdo talk to the
sener, andthusthe smartcard. PS/SCis basicallya way
to translatethe byte commandswhich vary from manu-
facturerto manufcturerso one can make programsthat
will work on multiple card/readecombinations.

The MUSCLE (Movementfor the Useof SmartCards
in a Linux Ervironment)project[12] is animplementa-
tion of the PC/SCstandardn Linux. MUCSLE imple-
mentsthis with a client/sener scheme.PC/SCdefinesa
resourceamanager This is the sener. Theresourceman-
agemanageshesmartcardreadersPC/SCalsodefinesa
serviceprovider. Thisis theclientto theresourcenanag-
er. Applicationsconnecto theresourcananagethrough
the serviceprovider. The sener andclient communicate
throughthe useof MICO, afree CORBA implementation
[17].

We areusingMUSCLE becaus€1) it is opensource,
(2) it works on Linux, and (3) it canideally be used
with any PC/SC-compliansmartcardalthoughright now
MUSCLE only supportsthe newer Schlumbeger cards.
MUSCLE supportgeaderdrom numerousompaniesn-
cluding Towitoko, Schlumbeger, AmericanBiometrics,
andGemPlughough.

PS/SCdefineghefollowing classessthebaseAPI for
accessinghesmartcard:

SCARDThisgivesapplicationsawayto connecto the
smartcard. In PC/SC,this classis requiredbecauset
is how the client connectdo a smartcard. This classis
the only classrequiredby PC/SC.AIll otherclassesare
optional.

FILEACCESSThis classallows basicfile accessto
files on the smartcard. It allows you to do thingssuch
asdelete createreadandwrite files on thesmartcard.

CHVERIFICATION This allows managementof
CHVerification(CardHolder Verification)keys on the s-
mart card. This canonly be accomplishedy someone
who hasthemasterkey to thecard.

CARDAUTH This classallowsthecardto authenticate
itself cryptographically

CRYPTPROV This classgivesaccesgo cryptographic
featuref the smartcard.

Thesearethe classesasdefinedby PC/SC.MUSCLE
hasimplementedenoughto createfiles, readthem, and
do somePIN verification. MUSCLE hasnot implement-
ed CHVERIFICATION, CARDAUTH, or CRYPTPROV.
Theseclassesare not necessanthough,aswe areplan-
ning to useJava for thesefunctions(PC/SCdoesnot de-
fine standarddor Java). Whatwe are planningto do is
to sendbyte codesthat will control the Jara command-
s. We areusingMUSCLE to be asPC/SC-complianas

possible.Sendingbyte commandgo a smartcardis not
really PC/SC-compatiblehut it is the only way current-
ly to runthe Java. By usingPC/SCasmuchaspossible,
we aregiving peoplethe chanceo pick theirreader(byte
commandsare card-specifichot readerspecific). MUS-
CLE’s PC/SCimplementatioris alsothe cleanestvay to
sendbyte commanddgo the smartcard.

The Java classesve usearebasicl/O classego send
andreceveinformationto andfrom thecard. Thesefunc-
tionsarein the javacard.frameork.APDU class. We al-
so use the javacard.frameork.PIN classfor PIN veri-
fication. This can be usedinsteadof the PC/SCclass
CHVERIFICATION if we choose We will alsobe using
javacardx.crypto.RSA&rivateKey and RSA_Publickey.
TheseclassesmplementRSA algorithmsand store pri-
vatekeys andwill be usedto do the actualdecryptionof
thefile key sentto thesmartcardby thegroupsener.

Sincea Java classexistsaslongasthecardis function-
ing, onceour programhasbeeninstantiatedon the card
andthe key hasbeeninitialized, the cardwill take a file
key encryptedo it (the card),decryptit, andreturnit the
the SFSClient soit candecryptthe file. Theimportant
thingis thatthe smartcardallows usto storeprivatekeys
on the cardand,sincethe cardcando the decryptionin-
ternally, thefile key will neverleavethecard.

4.3 SFSClient and XML Header

The SFSClient tiestogetherthe threepartsof the Secure
File System:theclientfile system(UFOin this case)the

GroupSener, andSmartCards.It handlesll of thecryp-

tographicfunctionsincluding the encryptionanddecryp-
tion of files andthe encryptionanddecryptionof all com-

municationover the network.

SFSClient is first called whenthe client file system
sendsafile referenceo it. SFSClientthendeterminesf
thefile is encryptedand,if so,it obtainsan XML header
for the file. Usingthe smartcardto digitally sign and
encryptall communicationsSFSClient sendshe Group
SenertheXML headeand,if thecurrentuserhasaccess,
accordingto the XML headerthe key to thefile is then
encryptedto the users smartcardand sentbackto SFS
Client. SFSClient thenforwardsthe encryptedkey to
the smartcardwhich decryptsit andsendshe key back.
SFSClient is thenableto decryptthe file andreturnto
the client file system,which transfersthefile to the user
application.

The headeris a human-readablASCII text file using
XML (eXtensibleMarkup Language).This allows usto
examinethe XML headerlndseeexactly whatit contain-
s,reducingthepossibiltyof covertchannelsn theheader



It containsthe authorof the file, the owning group and
the AccessControlList (ACL). The ACL allows theuser
to explicity definewho canaccesshedata.lt alsoallows
theuseof key escrav techniquessuchasrequiringatleast
two peopleout of a threepersongroupto accesshe da-
ta. Embeddedn the ACL is the key for thefile eng/pted
to the GroupSener usingpublic/privatekey crytography
An exampleXML file is shavn in Figure4.1.

4.4 Detailed Example

First, a useraccessea file while runningUFO. Thefile
systemcall is caughtandinterpretedoy UFO which ac-
cesseghe file andthenpasseghe file andit’'s headerto
SFSCore. SFSClient thenexaminesthe headerto de-
terminewhich GroupSener is involved. SFSClientthen
sendgheheadeto the GroupSenerencryptingandsign-
ing the communicationghannelwith the public key en-
cryption routineson the client smartcard. The Group
Sener, with asmartcardof its own, is ableto verify who
the requestis coming from and by examiningthe XML
headeiit hasrecevedis ableto grantor dery accesso

theuser If accesss grantedthe Group Sener takes
the encryptedkey embeddedn the XML, decryptsit,
and then re-encryptsit to the client's smartcard. The
Group Sener then sendsthis re-encryptedkey back to
SFSClient. The SFSClient sendsthe encryptedkey to
the client smartcardwhich decryptsandreturnsthe key.
The decryptedkey is usedby SFSClient to decryptthe
file. Oncethefile hasbeendecryptedSFSClientthenre-
turnscontrolbackto UFO andtheuserapplicationis able
to accesghefile transparently

5 Conclusionsand Future Work

SFSprovidesa mechanisnior securingnformationfrom
the information producerto the information consumer
We planto port the SFSClient and Group Sener code
to otherdistributedandlocal file systemsoncethe UFO
implementations complete.

Sourcecode, papers.and informationaboutnew SFS
developmentswill be made available at our web site:
http://www securefilesystem.com.
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