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Abstract. We de�ne the Repeat O�ender Problem (ROP). Elsewhere,
we have presented the �rst dynamic-sized, lock-free data structures that
can free memory to any standard memory allocator|ev en after thread
failures|without requiring special support from the operating system,
the memory allocator, or the hardware. These results depend on a solu-
tion to the ROP problem. Here we present the �rst solution to the ROP
problem and its correctnessproof. Our solution is implementable in most
modern shared memory multipro cessors.

1 In tro duction

A lock-free data structure is dynamic-sized if it can grow and shrink over time.
Modern programming environments typically provide support for dynamically
allocating and freeing memory (for example, the mallo c and free library calls).
A data structure is lock-free if it guaranteesthat after a �nite number of stepsof
any operation on the data structure, some operation completes.Lock-free data
structures avoid many problems associated with the use of locking, including
convoying, susceptibility to failures and delays,and, in real-time systems,priorit y
inversion.

This paper presents a new memory management mechanism for dynamic-
sized lock-free data structures. Designing such data structures is not easy: a
number of papers describe clever and subtle ad-hoc algorithms for relatively
mundanedata structures such as stacks [14], queues[11], and linked lists [15,5].

We de�ne an abstract problem, the Repeat O�ender Problem (ROP), that
capturesthe essenceof the memory management problem for dynamic-sizedlock-
free data structures. Any solution to ROP can be usedto permit dynamic-sized
lock-free data structure implementations to return unusedmemory to standard
memory allocators. We have formulated this problem to support the useof one
or more \w orker" threads, perhaps running on spare processors,to do most of
the work in parallel with the application's threads.

We present the �rst solution to the ROP problem, which we call \P ass-the-
Buck". In this paper, we focus on the problem statement and a detailed but
informal explanation of the algorithm. Elsewhere [6], we show how to apply
ROP solutions to achieve the �rst truly dynamic-sizedlock-free data structures,



and we evaluate one such implementation. (As we discussin Section 3, Maged
Michael [10] hasconcurrently and independently developed a similar technique.)

In the remainder of this section, we discusswhy dynamic-sizeddata struc-
tures are challenging to implement in a lock-free manner and then brie
y sum-
marize previous related work.

Before freeing an object that is part of a dynamic-sizeddata structure (say,
a node of a linked list), we must ensurethat no thread will subsequently modify
the object. Otherwise, a thread might corrupt an object allocated later that
happens to reusesomeof the memory usedby the �rst object. Furthermore, in
somesystems,even read-only accessesto freed objects can be problematic: the
operating system may remove the pagecontaining the object from the thread's
addressspace,causing a subsequent accessto crash the program becausethe
addressis no longer valid [14].

The useof locks makesit relatively easyto ensurethat freed objects are not
subsequently accessedbecausewe can prevent accessby other threads to (parts
of) the data structure while removing objects from it. In contrast, without locks,
multiple operations may accessthe data structure concurrently , and a thread
cannot determine whether other threads are already committed to accessingthe
object that it wishesto free(this canonly be ascertainedby inspecting the stacks
and registers of other threads). This is the root of the problem that our work
aims to address.

Below we discussvarious previous approaches for dealing with the problem
described above.1 One easy approach is to use garbage collection (GC). GC
ensuresthat an object is not freed while any pointer to it exists, so threads
cannot accessobjects after they are freed. This approach is especially attractiv e
becauserecent experience(e.g., [2]) shows that GC signi�can tly simpli�es the
designof lock-free, dynamic-sizeddata structures. However, GC is not available
in all languagesand environments, and in particular, we cannot rely on GC to
implement GC!

Another common approach is to tag values stored in objects. If we access
such values only through compare-and-swap (CAS) operations, we can ensure
that a CAS applied to a value after the object has beendeallocated will fail [14,
12,13]. This approach implies that the memory usedfor tag valuescan never be
used for anything else.One way to ensure that tag memory is never reused is
for the application itself to maintain an explicit pool of objects not currently in
use[14,12].

Rather than returning an unusedobject to the environment's memory man-
agement subsystem(say, via the free library call), the application placesit into
its own object pool. An important limitation of application-speci�c pools is that
the application's data structures are not truly dynamic-sized: if the data struc-
tures grow large and subsequently shrink, then the application's object pool con-
tains many objects that cannot be coalescedor reusedby other applications. In

1 These approachesare all forms of type-stablememory (TSM), de�ned by Greenwald
[4] as follows: \TSM [provides] a guarantee that an object O of type T remains type
T as long as a pointer to O exists."



fairness,object pools can provide performanceadvantagesfor someapplications
under somecircumstances,bypassingcalls to the environment's general-purpose
memory allocator.

Elsewhere [6], we show how to eliminate object pools from Michael and
Scott's lock-free FIFO queueimplementation [12] using the techniquespresented
in this paper. We also show how to combine the best of both approaches,con-
structing application-speci�c object pools that can free excessunusedobjects to
the environment's memory allocator. We also present performanceresults that
show the overheadof making these data structures dynamic-sized is negligible
in the absenceof contention, and low in all cases.We believe theseare the �rst
lock-free, dynamic-sizedconcurrent data structures that can continue to reclaim
memory even after threads fail.

Valois [15] proposedan approach in which the memory allocator maintains
referencecounts for objects to determine when they can be freed. An object's
referencecount may be accessedeven after the object has been releasedto the
environment's memory allocator. This behavior restricts what the memory al-
locator can do with releasedobjects (for example, releasedobjects cannot be
coalesced).Thus, this approach shares the principal disadvantages of explicit
object pools. Valois's approach requiresthe memory allocator to support certain
nonstandard functions, which may make it di�cult to port applications to new
platforms. Finally, the spaceoverhead for per-object referencecounts may be
prohibitiv e. (In [3], we proposeda similar approach that doesallow memory al-
locators to be interchanged,but dependson double compare-and-swap (DCAS),
which is not widely supported.)

Our goal is to permit dynamic-sized lock-free data structure implementa-
tions to free unneededmemory to the environment's memory allocator through
standard interfaces,ensuring that memory allocators can be switched with ease,
and that freed memory is not subsequently accessed,permitting the memory
allocator to unmap those pages.

Interestingly, the previous work that comesclosestto meeting this goal pre-
dates the work discussedabove by almost a decade.Treiber [14] proposesa
technique called \Obligation Passing". The instance of this technique for which
Treiber presents speci�c details is in the implementation of a lock-free linked
list supporting search, insert, and deleteoperations. This implementation allows
freed nodes to be returned to the memory allocator through standard inter-
facesand without requiring any special functionalit y of the memory allocator.
Nevertheless,Obligation Passingemploys a \use counter" such that memory is
reclaimed only by the \last" thread to accessthe linked list in any period. As
a result, this implementation can be prevented from ever recovering any mem-
ory by a failed thread (which defeatsoneof the main purposesof using lock-free
implementations). Another disadvantageof this implementation is that the Obli-
gation Passingcode is bundled together with the linked-list maintenance code
(all of which is presented in assembly code). Becauseit is not clear what aspects
of the linked-list code are dependedupon by the Obligation Passingcode, it is
di�cult to apply this technique to other situations.



free injail escaping
Arrest(v) Liberate(S); v 2 S

Liberate returns T; v 2 T

Fig. 1. Tranisition diagram for value v.

2 The Rep eat O�ender Problem

In this section, we specify the Repeat O�ender Problem (ROP). Informally , we
are given a set of uninterpreted values, each of which can be oneof three states:
free, injail, or escaping. Initially , all valuesare free. We are given a set of clients
that interact with values.At any time, a client can Arrest a freevalue, causingit
to becomeinjail, or it can causean injail value to becomeescaping. An escaping
value can �nish escapingand becomefree again.

Clients use values, but must never use a value that is free. A client can
attempt to prevent a value v from escaping(becomingfree) by \p osting a guard"
on v. If, however, the guard is posted too late, v may escape anyway. To be safe,
a client �rst posts a guard on v, and then checks whether v is still injail. If so,
then a ROP solution must ensure that v does not escape before the guard is
removed or redeployed.

Our motivation is to use ROP solutions to allow threads (clients) to avoid
dereferencing(using) a pointer (value) to an object that has beenfreed. In this
context, an injail pointer is one that has been allocated (arrested) since it was
last freed, and can therefore be used.

It is sometimespossible for a client p to determine independently of ROP
that a value it wants to usewill remain injail until p usesthe value (see[6]). In
this case,p can usethe value without posting a guard.

To support these interactions, ROP solutions provide the following proce-
dures. A thread posts a guard g on a value v by invoking PostGuard(g,v), which
removesthe guard from any value it previously guarded.(A special null value is
usedto stand down the guard, that is, to remove the guard from the previously
guarded value without posting the guard on a new value). A thread causesa
set of valuesS to begin escaping by invoking Liberate(S); the application must
ensure that each value in S is injail before this call, and the call causeseach
value to becomeescaping. The Liberate procedurereturns a (possibly di�eren t)
set of escapingvaluescausingthem to be liberated (each returned value becomes
free). Thesetransitions are summarizedin Figure 1. Finally, a thread can check
whether a value v is injail by invoking IsInJail(v); if this invocation returns true,
then v was injail at somepoint during the invocation (the converseis not nec-
essarily true, as explained later). Although the Arrest action is speci�c to the
application, the ROP solution must be aware of arrests in order to detect when
a free value becomesinjail.

If a guard g is posted on a value v, and v is injail at sometime t after g is
posted on v and before g is subsequently stood down or reposted on a di�eren t



value, then we say that g traps v from time t until g is stood down or reposted.
The main correctnesscondition for ROP is that it does not allow a value to
escape (i.e., becomefree) while it is trapp ed.

We now turn our attention to someadditional important but mundane de-
tails, together with a formal speci�cation of ROP. In some applications (for
example,[6]), a client must guard multiple valuesat the sametime. Clients may
hire and �r e guardsby invoking the HireGuard and FireGuard procedures.Appli-
cations' useof guards is expected to follow obvious well-formednessproperties,
such as ensuring that a thread posts only those guards it employs.

A formal de�nition of ROP is given by the I/O automaton ([9]) shown in
Figure 2, explained below.

Notational Con ventions Unless otherwise speci�ed, p and q denote clients
(threads) from P, the set of all clients (threads); g denotesa guard from G, the
set of all guards; v denotesa value from V, the set of all values, and S and T
denote sets of values (i.e., subsetsof V ). We assumethat V contains a special
null value that is never used,arrested, or liberated.

The automaton consistsof a set of environment actions and a set of ROP
output actions. Each action consistsof a precondition for performing the action
and the e�ect on state variables of performing the action. Most environment
actions are invocations of ROP operations, and are paired with matching ROP
output actions that represent the system's responseto the invocations. For ex-
ample, the PostInvp(g; v) action models client p invoking PostGuard(g,v), and
the PostRespp() action models the completion of this procedure, and similarly
for HireGuard(), FireGuard(), and Liberate(). Finally, the Arrest(v) action models
the environment (application) arresting value v.

The state variable status[v] records the current status of value v: free, injail,
or escaping. Transitions betweenstatus valuesare causedby calls to and returns
from ROP procedures,as well as by the application-speci�c Arrest action. The
post variable maps each guard to the value (if any) it currently guards. The
pcp variable models the control 
o w (program counter) of client p, for example
ensuring that p doesnot invoke a procedurebeforethe previous invocation com-
pletes; pcp also sometimesencodesprocedureparameters.The guardsp variable
represents the set of guards currently employed by client p. The numEscaping
variable is an auxiliary variable used to specify nontrivialit y properties, as dis-
cussedlater. Finally, trapping maps each guard g to a boolean value that is true
i� g has beenposted on somevalue v, and has not subsequently been reposted
or stood down, and at somepoint since the guard was posted on v, v has been
injail (i.e., it captures the notion of guard g trapping the value on which it has
been posted). This is used by the LiberateRespaction to determine whether v
can be returned. (Recall that a value should not be returned if it is trapp ed.)

Preconditions on the invocation actions specify assumptionsabout the cir-
cumstancesunder which the application invokesthe corresponding ROP proce-
dures.Most of thesepreconditions are mundanewell-formednessconditions such
asthe requirement that a client postsonly guardsthat it currently employs. The



actions

Environment ROP output
HireInvp () HireRespp (g)
FireInvp (g) FireRespp ()
PostInvp (g; v) PostRespp ()
IsInJailInvp (v) IsInJailRespp (b)
LiberateInvp (S) LiberateRespp (S)
Arrest(v)

state variables
For each client p 2 P :

pcp : f idle, hire, �re , post(g; v),
injail(v), liberateg init idle

guardsp : set of guards init empty
For each value v 2 V :

status[v]: f injail, escaping, freeg
init free

For each guard g 2 G:
post[g] : V init null ;
trapping[g] : bool init false;

numEscaping: in t init 0
transitions

HireInvp ()
Pre: pcp = idle
E�: pcp  hire

FireInvp (g)
Pre: pcp = idle

g 2 guardsp

post[g] = null
E�: pcp  �re

guardsp  guardsp � f gg

PostInvp (g; v)
Pre: pcp = idle

g 2 guardsp

E�: pcp  post(g; v)
post[g]  null
trapping[g]  false

IsInJailInvp (v)
Pre: pcp = idle
E�: pcp  injail(v)

LiberateInvp (S)
Pre: pcp = idle

for all v 2 S;
v 6= null and status [v] = injail

E�: pcp  liberate
numEscaping  numEscaping + jSj
for all v 2 S, status[v]  escaping

Arrest(v)
Pre: status[v] = free

v 6= null
E�: status[v]  injail

for all g such that post[g] = v,
trapping[g]  true

HireRespp (g)
Pre: pcp = hire

g 2 G
g =2

S
q guardsq

E�: pcp  idle
guardsp  guardsp [ f gg

FireRespp ()
Pre: pcp = �re
E�: pcp  idle

PostRespp ()
Pre: for someg; v, pcp = post(g; v)
E�: pcp  idle

post[g]  v
trapping[g]  (status[v] = injail)

IsInJailRespp (b)
Pre: for somev, pcp = injail(v)

b ) (status[v] = injail)
E�: pcp  idle

LiberateRespp (S)
Pre: pcp = liberate

for all v 2 S,
status[v] = escaping
and for all g 2

S
q guardsq ,

(post[g] 6= v or : trapping[g])
E�: pcp  idle

numEscaping  numEscaping � jSj
for all v 2 S, status[v]  free

Fig. 2. I/O Automaton specifying the Repeat O�ender Problem.



precondition for LiberateInvcaptures the assumption that the application passes
only injail valuesto Liberate, and the precondition for the Arrest action captures
the assumption that only freevaluesare arrested.The application designermust
determine how theseguaranteesare made.

Preconditions on the responseactions specify the circumstancesunder which
the ROP procedurescan return. Again, most of these preconditions are mun-
dane.The interesting caseis the precondition of LiberateResp, which states that
Liberate can return a value only if it has been passedto (some invocation of)
Liberate, it has not subsequently beenreturned by (any invocation of) Liberate,
and no guard g has been continually guarding the value since the last time it
was injail (this property is captured by trapping[g]).

Liv eness Prop erties

As speci�ed so far, a ROP solution in which Liberate always returns the empty
set, or simply does not terminate, is correct. Clearly, such solutions are unac-
ceptablebecauseeach escapingvalue represents a resourcethat will be reclaimed
only when the value is liberated (returned by someinvocation of Liberate). One
might be tempted to specify that every value passedto a Liberate operation is
eventually returned by some Liberate operation. However, without special op-
erating system support, it is not possible to guarantee such a strong property
if threads can fail. Rather than proposing a single nontrivialit y condition, we
instead discussa range of alternativ e conditions.

The state variable numEscaping counts the number of values currently es-
caping (that is, passedto some invocation of Liberate and not subsequently
returned from any invocation of Liberate). If we require a solution to ensure
that numEscaping is bounded by somefunction of application-speci�c quanti-
ties, we exclude the trivial solution in which Liberate always returns the empty
set. However, becausethis bound necessarilydependson the number of concur-
rent Liberate operations, and the number of values each Liberate operation is
invoked with, it doesnot exclude the solution in which Liberatenever returns.

A combination of a boundednessrequirement and some form of progress
requirement on Liberate operations seemsto be the most appropriate way to
specify the nontrivialit y requirement. We later prove that the Pass The Buck
algorithm provides a bound on numEscaping that depends on the number of
concurrent Liberateoperations. Becausethe bound (necessarily)dependson the
number of concurrent Liberateoperations, if an unboundednumber of threads fail
while executing Liberate, then an unbounded number of valuescan be escaping.
We emphasize,however, that our implementation doesnot allow failed threads
to prevent valuesfrom being freed in the future, asTreiber's approach does[14].

Our PassThe Buck algorithm has two more desirable properties. First, the
Liberate operation is wait-free (that is, it completesafter a bounded number of
steps,regardlessof the timing behaviour of other threads). This is usefulbecause
it allows us to calculate an upper bound on the amount of time Liberatewill take
to execute,which is useful in determining how to schedule Liberatework.



Finally, our algorithm has a property we call value progress. Roughly, this
property guarantees that a value does not remain escapingforever provided
Liberate is invoked \enough" times (unlessa thread fails).

Mo dular Decomp osition

A key contribution of this paper is the insight that an e�ectiv e way to solve ROP
in practice is to separatethe implementation of the IsInJail operation from the
others.

In our experienceusing ROP solutions to implement dynamic-sizedlock-free
data structures [6], valuesare usedin a manner that allows threads to determine
whether a value is injail with su�cient accuracy for the particular application.
As a concreteexample, when values represent pointers to objects that are part
of a concurrent data structure, thesevaluesbecomeinjail (allocated) before the
objects they refer to becomepart of the data structure, and are removed from
the data structure before being passedto Liberate. Thus, simply observing that
an object is still part of a data structure is su�cien t to concludethat a pointer
to it is injail.

Becausewe intend ROP solutions to be usedwith application-speci�c imple-
mentations of IsInJail, the speci�cation of this operation is somewhat weak: it
permits an implementation of IsInJail that always returns false. However, such
an implementation would be useless,usually becauseit would not guarantee
the required progress properties of the application that uses it. Becausethe
circumstancesunder which IsInJail can and should return true depend on the
application, we retain the weak speci�cation of IsInJail, and leave it to applica-
tion designersto provide implementations of IsInJail that are su�cien tly strong
for their applications. (Note that an integrated, application-independent imple-
mentation of this operation, while possible,would be expensive: it would have
to monitor and synchronize with all actions that potentially a�ect the status of
each value.)

This proposed modular decomposition suggestsa methodology for imple-
menting dynamic-sized lock-free objects: use an \o�-the-shelf " implementation
of an ROP solution for the HireGuard, FireGuard, PostGuard, and Liberate op-
erations, and then exploit speci�c knowledge of the application to design an
optimized implementation of IsInJail. More precisely, we decompose the ROP
I/O automaton into two component automata: the ROPlite automaton, and the
InJail automaton. ROPlite has the same environment and output actions as
ROP, except for IsInJailInvand IsInJailResp. InJail has input action IsInJailInv
and output action IsInJailResp. In addition, the InJail automaton \eavesdrops"
on ROPlite : all environment and output actions of ROPlite are input actions of
InJail (though in many casesthe implementation of the InJail automata will
ignore these inputs becauseit can determine whether a value is injail without
them, as discussedabove).

We present our PassThe Buck algorithm, which implements ROPlite in a
simple and practical way, in Section 3.



3 One Solution: Pass The Buc k

In this section,we describe oneROP solution. Our primary goal when designing
this solution was to minimize the performancepenalty to the application when
no valuesare being liberated. That is, the PostGuard operation should be imple-
mented ase�cien tly aspossible,perhapsat the cost of a more expensive Liberate
operation. Such solutions are desirablefor at least two reasons.First, PostGuard
is necessarilyinvoked by the application, so its performancealways impacts ap-
plication performance.On the other hand, Liberatework can be doneby a spare
processor,or by a background thread, so that it does not directly impact ap-
plication performance. Second,solutions that optimize PostGuard performance
are desirable for scenariosin which values are liberated infrequently , but we
must retain the abilit y to liberate them. An example is the implementation of
a dynamic-sizeddata structure that usesan object pool to avoid allocating and
freeing objects under \normal" circumstances,but can free elements of the ob-
ject pool when it grows too large. In this case,no liberating is necessarywhile
the sizeof the data structure is relatively stable.

Preliminaries The Pass-the-Buck algorithm is presented in pseudocode, which
should be self-explanatory. For convenience,we assumea shared-memorymulti-
processorwith sequentially consistent memory [8].2 We further assumethat the
multipro cessorsupports a compare-and-swap (CAS) instruction that accepts
three parameters:an address, an old value, and a new value. The CAS instruc-
tion atomically comparesthe contents of the addressto the old value, and, if
they are equal, storesthe new value at the addressand returns true. If the com-
parison fails, no changesare made to memory, and the CAS instruction returns
false.

The Pass-the-Buck algorithm is shown in Figure 3. The GUARDS array al-
locatesguards to threads. The POST array consistsof one location per guard,
holding the value that guard is currently assignedto guard, if any, and null
otherwise. The Liberate operation usesthe HANDOFF array to \hand o� " re-
sponsibilit y for a value to a later Liberateoperation if that valuehasbeentrapp ed
by a guard. (For easeof exposition, we assumea bound MG on the number of
guards simultaneously employed. It is not di�cult to eliminate this assumption
by replacing the static GUARDS, POST and HANDOFF arrays with a linked
list; guards can be added as neededby appending nodes to the end of the list.)

The HireGuard and FireGuard proceduresare basedon a long-lived renaming
algorithm [1]. Each guard g has an entry GUARDS[g], initially false. Thread p
hires guard g by atomically changing GUARDS[g] from false (unemployed) to
true (employed); p attempts hiring each guard in turn until it succeeds(lines
2 and 3). The FireGuard proceduresimply sets the guard back to false (line 7).

2 We have implemented our algorithms for multipro cessor architectures based on
SPARC r
 processorsthat provide Total Store Ordering (TSO) [16], a memory model
weaker than sequential consistency that requires additional memory barrier instruc-
tions.



// hando� entry (CAS target)
t yp edef struct f value val; in t ver g entry ;

const in t MG = : : : // max num guards

// shared variables
bool GUARDS[MG]; // initially false
value POST[MG]; // initially null
entry HANDOFF[MG]; // initially f null ,0g
in t MAX G= 0;

in t HireGuard() f
1 in t i = 0, max;
2 while (!CAS(&GUARDS[i],false,true))
3 i++;
4 while ((max = MAX G) < i)
5 CAS(&MAX G,max,i);
6 return i;
g

void FireGuard(in t i) f
7 GUARDS[i] = false;
8 return
g

void PostGuard(in t i, value v) f
9 POST[i] = v;
10 return
g

value set Liberate(value set vs) f
11 in t i = 0;
12 while (i < = MAX G) f
13 in t attempts = 0;
14 entry h = HANDOFF[i];
15 value v = POST[i];
16 if (v != null && vs.search(v)) f
17 while (true) f
18 if (CAS(&HANDOFF[i],

h, hv, h.ver+1 i )) f
19 vs.delete(v);
20 if (h.val != null )

vs.insert(h.val);
21 break;

g
22 attempts++;
23 if (attempts == 3) break;
24 h = HANDOFF[i];
25 if (attempts == 2

&& h.val != null )
break;

26 if (v != POST[i]) break;
g

27 g else f
28 if (h.val != null && h.val != v)
29 if (CAS(&HANDOFF[i],

h, hnull , h.ver+1 i ))
30 vs.insert(h.val);

g
31 i++;

g
32 return vs;
g

Fig. 3. Code for PassThe Buck.

The HireGuard procedure also maintains the shared variable MAX G, used by
the Liberateprocedureto determine how many guards to consider.The Liberate
operation considersevery guard for which a HireGuard operation has completed.
In the loop at lines 4 and 5, each HireGuard operation ensuresthat MAX G is at
least the index of the guard returned.

To make PostGuard ase�cien t aspossible,it is implemented asa singlestore
of the value to be guarded in the speci�ed guard's POST entry (line 9).

The most interesting part of the Pass-the-Buck algorithm lies in the Liberate
procedure. Recall that Liberate should return a set of values that have been
passedto Liberate and have not since been returned by Liberate (i.e., escaping
values), subject to the constraint that Liberate cannot return a value that has
beencontinuously guardedby the sameguard sincesomepoint when it wasinjail



(i.e., Liberatemust not return trapp ed values).The Liberateproceduremaintains
a set of escapingvalues, initially those valuespassedto it. It checks each guard,
removing any values in the set that may be trapp ed and leaving them behind
for later Liberate operations. It also adds to its set values that were left behind
by previous Liberateoperations but are no longer trapp ed. After it has checked
all guards, it returns the valuesthat remain in its value set.

Supposethread p is executing a call to Liberate, value v is in the p's value
set, and guard g is guarding v. To ensurethat Liberateis wait-free, p must either
determine that g is not trapping v, or remove v from its value set. To guarantee
value progress,if p removes v from its set, then it must ensure that v will be
examinedby later calls to Liberate. The interesting aspectsof the Pass-the-Buck
algorithm concernhow threads determine that a value is not trapp ed, and how
they store valueswhile keepingspaceoverheadfor stored values low.

The loop at lines 12 through 31 iterates over all guards ever hired. For each
guard, if p cannot determine for somevalue v in its set that v is not trapp ed
by that guard, then p attempts to \hand o� " that value (there can be at most
one such value per guard). If p succeeds(line 18), it removesv from its set (line
19) and proceedsto the next guard (lines 21 and 31). Also, asexplained in more
detail below, p might simultaneously add to its set a value handedo� previously
by another Liberateoperation; it canbe shown that any such value is not trapp ed
by that guard. If p fails to hand v o�, then it retries. If it fails repeatedly, it can
be shown that v is not trapp ed by that guard, so p can move on to the next
guard without removing v from its set (lines 23 and 25). When p has examined
all guards (seeline 12), it can safely return any valuesremaining in its set (line
32).

The following lemma (proved in the full paper) is helpful for understanding
why the algorithm works.

Single Lo cation Lemma : Each escapingvalue v is stored at a single guard
or is in the value set of a single Liberate operation (but not both). Also, no
non-escapingvalue is in any of these locations.

At lines 15 and 16, p determines whether the value currently guarded by g
(if any) is in its set. If so, p executesthe loop at lines 17 through 26 in order
to either determine that the value|call it v|is not trapp ed, or to remove v
from its set. To avoid losing v in the latter case,p \hands o� " v by storing it in
the HANDOFF array. Each entry of this array consistsof a value and a version
number. Version numbers are incremented with each modi�cation of the entry
for reasonsdiscussedbelow. We assumeversion numbers are large enough that
they can be consideredunique for practical purposes(see[13] for discussionand
justi�cation).

Becauseat most onevalue is trapp ed by guard g at any time, a singlelocation
HANDOFF [g] for each guard g is su�cien t. To seewhy, observe that p attempts
to hand o� v only if v is in p's value set. If a value w was previously handed
o� (i.e., it is in HANDOFF [g]), then the Single Location Lemma implies that
v 6= w, so w is not trapp ed by g. Thus, p can add w to its value set.



To hand v o�, p usesa CAS operation to attempt to replacethe value previ-
ously stored in HANDOFF [g] with v (line 18). If the CAS succeeds,p adds the
replaced value to its set (line 20). We explain below why it is safe to do so. If
the CAS fails, then p rereadsHANDOFF [g] (line 24) and retries the hand-o�.
The algorithm is wait-free becausethe loop completesafter at most three CAS
operations (lines 13, 22, and 23).

As described so far, p picks up a value from HANDOFF [g] only if its value
set contains a value that is guarded by guard g. To ensure that a value does
not remain in HANDOFF [g] forever (violating the value progressproperty), if
p does not need to remove a value from its set, it still picks up any previously
handed o� value and replacesit with null (lines 28 through 30).

We now consider each of the ways p can break out of the loop at lines 17
through 26, and explain why it is safeto do so. Supposep exits the loop after a
successfulCAS at line 18. As described earlier, p removesv from its set (line 19),
adds the previous value in HANDOFF [g] to its set (line 20), and moves on to
the next guard (lines 21 and 31). Why is it safeto take the previous value w of
HANDOFF [g] to the next guard? The reasonis that we read POST[g] (line 15
or 26) between reading HANDOFF [g] (line 14 or 24) and attempting the CAS
at line 18. Becauseeach modi�cation to HANDOFF [g] increments its version
number �eld, it follows that w was in HANDOFF [g] when p read POST[g].
Also, recall that w 6= v in this case.Therefore, when p read POST[g], w was
not guardedby g. Furthermore, becausew remained in HANDOFF [g] from that
moment until the CAS, w cannot becometrapp ed in this interval (becausea
value can becometrapp ed only while it is injail, and all valuesin the HANDOFF
array and in the sets of Liberate operations are escaping). The sameargument
explains why it is safeto pick up the value replacedby null at line 29.

It remains to consider how p can break out of the loop without performing
a successfulCAS. In each case,p can infer that v is not trapp ed by g, so it can
give up on its attempt to hand o� v. If p breaksout of the loop at line 26, then v
is not trapp ed by g at that moment simply becauseit is not guarded by g. The
other two placeswherep may break out of the loop (lines 23 and 25) occur only
after the thread has executedseveral failed CAS operations. The full paper [7]
contains a detailed caseanalysis showing that in each case,v is not trapp ed.

Discussion

The Pass-the-Buck algorithm satis�es the value progress property becausea
value cannot remain handed o� at a particular guard forever if Liberate is exe-
cuted enoughtimes. If a value v is handed o� at guard g, then the �rst Liberate
operation to begin processingg after v is not trapp ed by g will ensurethat v is
picked up and taken to the next guard (or returned from Liberateif g is the last
guard), either by that Liberateoperation or by a concurrent Liberateoperation.

As noted earlier, Michael [10] has independently and concurrently developed
a solution to a very similar problem. Michael's algorithm bu�ers to-be-freed
valuesso that it can control the number of valuespassedto Scan (his equivalent
of the Liberate operation) at a time. This has the disadvantage that there are



usually O(GP) valuesthat could potentially be freed,but are not (whereG is the
number of \hazard pointers"|the equivalent of guards|and P is the number
of participating threads). However, this technique allows him to achieve a nice
amortized bound on time spent per value freed. He alsohasweaker requirements
for Scan than we have for Liberate; in particular, Scan can return somevaluesto
the bu�er if they cannot yet befreed.This admits a very simplesolution that uses
only read and write primitiv es(recall that ours requiresCAS) and allows several
optimizations. However, it also meansthat if a thread terminates while values
remain in its bu�er, then those valueswill never be freed, so his algorithm does
not satisfy the value progressproperty. (Michael alludes to possiblemethods for
handing o� valuesto other threads but doesnot explain how this canbe achieved
e�cien tly and wait-free using only readsand writes.) This is undesirablebecause
a singlevalue might represent a large amount of resources,which would never be
reclaimedin this case.The number of such valuesis boundedby O(GP). We can
perform the sameoptimizations and achieve the sameamortized bound under
normal operation, while still retaining the value progressproperty (although we
would require threads to invoke a special wait-free operation before terminating
to achieve this). In this case,our algorithm would perform almost identically
to Michael's (with a slight increasein overheadupon thread termination), but
would of courseshare the disadvantagesdiscussedabove, except for the lack of
value progress.

Elsewhere[6], we present a dynamic-sizedlock-free FIFO queueconstructed
by applying our ROP solution to the non-dynamic-sized implementation of
Michael and Scott [12] together with the non-dynamic-sizedfreelist of Treiber
[14]. Experiments show that the overheadof the dynamic-sizedFIFO queueover
the non-dynamic-sizedone of [12] is negligible in the absenceof contention, and
low in all cases.

Michael has shown how to apply his technique to achieve dynamic-sizedim-
plementations of a number of di�eren t data structures, including queues,double-
endedqueues,list-based sets,and hash tables (see[10] for references).Because
the interfacesand safety properties of our approachesare almost identical, those
results can all be achieved using any ROP solution too. In addition, using Pass-
the-Buck would allow us to achieve value progress in those implementations.
Michael also identi�ed a small number of implementations to which his method
is not applicable. In somecases,this may be becauseMichael's approach is re-
stricted to usea �xed number of hazard pointers per thread; in contrast, ROP
solutions provide for dynamic allocation of guards. Furthermore, we have pre-
sented [6] a generalmethodology basedon any ROP solution that can be applied
to achieve dynamic-sizedversionsof these data structures too. This methodol-
ogy is basedon referencecounts, and therefore has disadvantagessuch as space
and time overhead,and inabilit y to reclaim cyclic garbage.



4 Concluding Remarks

We have de�ned the Repeat O�enders Problem (ROP), and presented onesolu-
tion to this problem. Such solutions provide a mechanism for supporting mem-
ory management in lock-free, dynamic-sizeddata structures. The utilit y of this
mechanism has beendemonstrated elsewhere[6], where we present what we be-
lieve are the �rst dynamic-sized, lock-free data structures that can continue to
reclaim memory even if somethreads fail (although Maged Michael [10] has in-
dependently and concurrently achieved such implementations, as discussedin
Section 3).

By specifying the ROP as an abstract and general problem, we allow for
the possibility of using di�eren t solutions for di�eren t applications and settings,
without the needto redesignor reverify the data structure implementations that
employ ROP solutions. We have paid particular attention to allowing much of
the work of managing dynamically allocated memory to be done concurrently
with the application, using additional processorsif they are available.

The ideas in this paper came directly from insights gained and questions
raised in our work on lock-free referencecounting [3]. This further demonstrates
the value of research that assumesstronger synchronization primitiv esthan are
currently widely supported.

Future work includes exploring other ROP solutions, and applying ROP so-
lutions to the designof other lock-free data structures. It would be particularly
interesting to explore the various ways for scheduling Liberatework.

Ac kno wledgmen ts: We thank Steve Heller, Paul Martin, and Maged Michael
for useful feedback, suggestions,and discussions.In particular, Steve Heller sug-
gestedformulating ROP to allow the useof \spare" processorsfor memory man-
agement work.
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