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Abstract:

Caching is an important technique for improving performance in distributed systems. However, in general, it
has been performed on an ad-hoc basis, with each component of the system having to invent its own caching
techniques. In the Spring operating system, we provide a unified caching architecture that can be used to
cache a variety of different kinds of remote objects. For any given kind of object, this architecture lets different
client processes within a single machine share a single cache for accessing remote objects. This caching is
performed by a separate cacher process on the machine local to client processes, the caching is transparent to
the clients, and the cached information is kept coherent. This architecture has been used to implement caching
for files and for naming contexts.
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1 Introduction used to implement caching with coherency for many types
of objects. This is important because new types of objects
can be introduced into the Spring operating system at any
time and we want to make the benefits of caching easily
available to implementations of these new objects. This is
b-& different approach from that taken in systems such as the
dyNIX and Sprite operating systems where the number of
cacheable objects is fixed and no general caching architec-
ture is available.

Caching of file and naming information has been used in
operating systems for many years. It was originally used in
timesharing systems to avoid disk operations (e.g., the
UNIx - operating system [1]) and was later used in distri
uted systems to reduce network accesses and server loa
ing (e.g., the Andrew [2] and Sprite [3] file systems).
Measurements of distributed systems [2, 3] have shown
caching to be very effective in improving performance. In
fact, in many cases caching can allow access to remote
information to be as efficient as access to local informa-
tion.

The second interesting feature of the Spring caching archi-
tecture is that caching is performed by a separate cacher
domain. This is a different approach than that used in
object oriented systems such as [4, 5, 6, 7] where each
domain caches a copy of the objects that it is using. These
systems are all designed around a particular object-based
programming system that supports distributed program-
ming. Their models assume a single multi-threaded
address space where any operation outside the address
space is considered to be remote and therefore worthy of
caching.

This paper describes a general architecture for caching in
Spring, a distributed operating system that is structured
around the notion of objects. A Spring object is an abstrac
tion that contains state and provides a set of operations to
manipulate that state. Spring objects are implemented by
domainswvhich consist of aaddress spacand a collection

of threads; a domain in Spring is similar to a process on

other systems such as the UNIX operating system. Object . - .
y P g sy ) E/Ve use a separate domain for caching in the Spring operat-

can be freely passed between domains. Object invocation . . .
go to the implementor of the object which can be the sameY system because the Spring operating system uses a dif-

domain that is invoking the operation, another domain on ferent model from that used n smgle-address-spgce
the same machine, or a domain on a different machine, ~ SYSeMS- I the Spring operating system, a machine has
' many domains, each with its own address space. Since the

In the Spring operating system, we use caching to improvegoal of Sprmg caching is to. avoid crossing machlne
boundaries whenever possible, we want all domains on a

the performance of operations on remotely implemented hine 1o be able to sh hed inf tion f
objects. Our goal is to make operations on remotely imple-rnac In€ to be able lo share cached information from

mented objects as efficient as operations on locally imple- remqte operatlons.'We also want ca.ched information to
mented objects. In order to implement caching on Spring, per5|st across the life-span of domamg S0 that cgched

we developed an architecture for caching that has several information will not have to be reacquired every time a

interesting features. First, the architecture is designed to be

Spring is an internal code name only.
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new domain is created that uses a remotely implemented tures that are necessary to understand the Spring caching
object. architecture.

The third interesting feature of the Spring caching archi- The description of Spring objects and their operations are

tecture is that caching is completely transparent to client specified in arnterface definition languag@DL). IDL

applications. If an application program happens to use an supports both notions sfngleandmultipleinterface

object that supports caching, then the object will be auto- inheritance.

matically cached, without the application needing to be

aware of it. Some previous implementations have provided Spring objects consist of two parts: the object representa-

this feature [5, 8] and others have not [4, 6, 7]. tion that lives in the domain that is using the object and the
state kept by the implementor of the object (we also refer

The fourth interesting feature of the Spring caching archi- to the implementor of the object as the object manager).

tecture is that it does not rely on Global Unique Identifiers The object representation contains at least enough state to

(GUIDs) for object equivalency. The ability to determine  allow an invocation on the object to get to the object

whether objects are equivalent is necessary so that the sygmplementor. Figure 1 shows an example of a Spring

tem can decide what objects should share cached informaobject where the client of the object and the server of the

tion. In systems such as CHOR®[B] where every object  object are on different machines.

has a global unique identifier, the system can determine if

two objects are equivalent merely by seeing if the GUIDs The Spring kernel supports basic cross domain invoca-

of the two objects are equal. In the Spring operating sys- tions and threads, low-level machine-dependent handling,

tem, we determined that GUIDs have too many limitations as well as basic virtual memory support for memory map-

and instead chose to develop as part of the architecture a ping and physical memory management [9, 10, 11]. A

special secure protocol for determining object equivalency.Spring kernel does not know about other Spring kernels—
all remote invocations are handled byedwork proxy

We have used our caching architecture to implement cach-server.

ing for both file objects and naming context objects (a

naming context object contains name-to-object bindings). A typical Spring node runs several servers besides the ker-

The file cache and the naming context cache work togethemel. These include a name server; file servers; a linker

to provide the best possible performance. Measurements oflomain that manages and caches dynamically linked

file caching show that it is very effective in improving the libraries [12]; a network proxy that handles remote invo-

performance of remote operations. cations; a tty server that provides basic terminal handling
as well as frame-buffer and mouse support; and a UNIX

The rest of this paper is organized as follows: Section 2  server that provides support for running UNIX binaries on

provides an overview of the Spring operating system; Sec-the Spring operating system [13].

tion 3 provides an overview of the caching architecture;

Section 4 describes the protocol for allowing objects to be

cached; Section 5 shows why we chose not to use GUIDs

in the Spring operating system and describes the Spring Machine A

algorithm for determining if an object is already being Client Domain Legend

cached; Section 6 describes the file caching implementa- O > Object representation
tion; Section 7 describes the name caching implementa-

tion; Section 8 describes how the file and name caching (__ Implementor state
systems can work together to provide the best perfor- ¥ D Domain

mance; Section 9 presents related work; Section 10 gives —

the current implementation status and future work; Section |:| Machine
11 gives some performance measurements; and Section 13 | seapver Domain

offers some conclusions.

Machine B —» Handle to server domain

2 The Spring Operating System FIGURE 1. Spring object

The client domain has an object that is implemented by a server

In this section. we will provide a short overview of the domain. The client has a representation for the object that allows
! the invocations on the object to get to the server domain. The

Spring operating system. We will only present those fea-  server keeps some state for the object.




2.1 Spring Security 3  Caching Architecture Overview

If the implementor and the client are in different domains, In this section, we will provide a brief overview of the
the representation of an object includes an unforgeable  caching architecture. We will discuss each component in
handlemanaged by the kernel that identifies the server  detail in subsequent sections of the paper.
domain. These unforgeable handles have many of the
security properties of capabilities [14]. If a server deter-
mines that a client is entitled to specific access to a given
piece of state (e.g., a file) it can give the client an unforge-
able handle X. Encapsulated in the server side state for
handle X will be the granted access rights and possibly the
principal name of the client. Whenever a call arrives quot-
ing handle X, the server can permit the given access to thes A mechanism called theaching subcontradhat
underlying state without further checks. allows client domains to transparently contact cacher
domains to cache objects (Section 4)

Authenticated Spring objects can be freely passed between,  p ping protocol that the cacher domain and the server
domains. Once an object has been issued that contains a set 4omain follow to implement caching (Section 5)

of encapsulated rights, anyone to whom the object is
passed will be allowed the same rights.

The domains involved when the caching architecture is
used to cache an object are the client domain that is using
the object, the server domain that implements the object,
and the cacher domain that is caching the object. The
caching architecture consists of three components that
these domains use together to implement caching:

* A setof objects that are implemented by the cacher and
server domains (Section 3.1)

2.2 Spring Naming Client domains do not have to change to use the caching
architecture. Client domains merely link in generic library

The Spring naming service allows any object to be associ-code that implements the client side of taehing sub-

ated with any name. A name-to-object association is called contractand caching will automatically occur. This library

aname bindingEach name binding is stored in a context. code will work on all object types and requires no effort on

A contextis an object that contains a set of name bindings the part of implementors of cacheable objects.

in which each name is unique. Any object, including a

context object, can be bound to several different names in The cacher domain and server domain code for caching,

possibly several different contexts at the same time. on the other hand, must be reimplemented for each object
Objects are retrieved from a context by invoking the type. This is because, in general, each object type has
resolveoperation, bound by invoking thend operation, unique caching needs. For example, file objects provide

and removed by invoking thenbindoperation.There are read and write operations, and naming contexts provide a

also operations to obtain a list of all bindings in a context, name resolution operation. The details of caching the

to create contexts, to retrieve multiple objects at once, andresults of naming context operations are very different

to get the attributes of a context. from the details of implementing caching of read and write
operations. However, there are some similarities between
different caching implementations that could potentially

2.3 Object Equivalency be implemented in a library (see Section 10).

In the Spring operating system, we regard the notion of
object equivalency as a type dependent property. Different Fortunately, we provide an architecture that when used
types may chose to provide different definitions of object Will make it straightforward to implement and cache
equivalency to reflect how their objects are used. In fact a cacheable objects. In addition, by looking at examples of
particular type may have multiple definitions of object existing caching implementations that use the architecture,
equivalency. For example, a file object may have two defi- it is straightforward to produce a caching implementation
nitions of equivalency. The first definition could be that ~ for a new object type.

two file objects are said to be equivalent if they share the
same underlying server state; however, the two objects
may have different encapsulated access rights. A second
definition could be that two file objects are said to be
equivalent only if they share the same underlying server
state and they have the same encapsulated access rights.

3.1 Architecture Configuration

Figure 2 shows the basic configuration when there is no
caching. In this configuration, there is an object of type
cacheablehat is implemented by tteacheable object
manager (COM)The client domain has a copy of this



cacheable object. When the client invokes an operation on
the object the invocation goes to the COM.

Machine A

Client

O

cacheable

object

COM
Machine B

FIGURE 2.

A client domain has a cacheable object that is implemented by the
cacheable object manager (COM) domain.

No caching

Figure 3 shows the configuration when an object is cached

using the caching architecture. The purpose of the cacher
domain is to interpose on invocations from a client domain
on a cacheable object. Thacherobject implemented by

the cacher domain is used to set up this interposition.
When a client domain wants to have a cacheable object
cached, it invokes an operation on the cacher object giving
the cacher a copy of the cacheable object. The cacher
responds with aachedobject that it implements. This
cached object is then used by the client domain for future
invocations. When the cacher domain gets an invocation
on a cached object, it can either handle the invocation itself
or it can forward the request to the COM using the cache-
able object or theroviderobject.

The cached information kept by the cacher domain must
be kept coherent. This is the purpose ofgfteviderand
cacheobjects. When the cacher domain needs to get
cached information, it invokes an operation on the pro-
vider object; and when the COM needs to retrieve cached
information, it invokes an operation on the cache object.
Thus the provider and cache object provide a two-way
coherency connection between the cacher domain and th
COM. This two-way connection is set up using the cacher
object and the cacheable object.

4  Caching Subcontract

Every Spring object type has an associated subcontract
[15]. A subcontract is executable code that is responsible

e
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FIGURE 3.

The client domain has a cached object and a cacher object that
are both implemented by a cacher domain. The cacher object
was used to get the cached object. The cacher domain has a
cacheable object that is implemented by the COM domain. In
addition there is a two-way coherency connection between the
cacher and the COM consisting of a provider and a cache object.
The COM also has a copy of the cacher object that it uses to
setup the coherency connection.

Caching with the caching architecture

for many things including marshaling, unmarshaling, and
invoking operations on the object. Subcontract also
defines the representation for each object that appears in a
client domain’s address space. When an object is invoked,
marshaled, or unmarshaled, the subcontract code is exe-
cuted to perform the operation.

The most widely used Spring subcontract is cadiadle-

ton. The representation of a singleton object consists of a
kernel handle that identifies the server domain. When a
client invokes an object that uses singleton, this handle is
used to send the invocation to the server domain.

Cacheable objects use a different subcontract called the
cachingsubcontract. The caching subcontract representa-
tion contains a handle that identifies the server domain, an
object of typecachecthat is implemented by a cacher
domain, and the name of the cacher to use (see Figure 4).
The cached object and the server handle are used when an
invocation occurs. If the cached object is null, then an
invocation is done using the server handle. Otherwise, an
invocation is done using the cached object. The cached
object is null if there is no cacher, if the server is on the
same machine as the invoking domain, or if the cacher
needs to use a cacheable object.
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FIGURE 5. Steps to caching an object

Machine B
FIGURE 4. State after object is cached have optimized in order to eliminate some or all of these
The representation of a cacheable object consists of a cached calls.
object that is implemented by a cacher domain, a cacher name
that names the cacher to use, and a handle to the server domain. The first case we optimized is when the cacheable object’s

server is on the same machine as the domain doing the
unmarshal. In this case, the caching subcontract will not
The cached object is obtained when an object is unmar-  even bother to lookup the cacher object. Thus, in this case,
shaled into a client domain (see Figure 5). The unmarshal-no object invocations are required on an unmarshal of a
ing code first resolves the name in the representation to a cacheable object.
cacher object. The unmarshaling code then invokes the
get_cached_olgperation on the cacher object passing ina A second case we optimized occurs when an object that is
copy of the cacheable object being unmarshaled; an objectalready cached is being passed between two domains on
of type cached is returned. When the cacher domain the same machine. Subcontract does not know when it is
receives a cacheable object, it creates a new cached objecisked to marshal an object for a cross-domain call if the
and returns the object to the client domain. The object destination is on the local machine. As a result, the cach-
returned from the cacher is stored as the cached object in ing subcontract always marshals both the server handle
the cacheable object’s representation. and the cached object. When a cacher object is invoked
with an object to cache it checks if the cached object in the
The name of the cacher object in the representation must representation is already implemented by the cacher. If so,
be agreed upon by the implementor of a cacheable servicehen the cacher just returns the cached object as the result
and the implementors of cacher objects for the service. Thefrom theget_cached_olgall. This optimization elimi-
name is placed in the object’s representation by the COM nates the object invocation used by the cacher domain to
when it creates a cacheable object, and the cacher domairdetermine if a cacheable object is equivalent to some other
for a cacheable object binds a cacher object under the  already cached object.
name in the local machine’s name space.
The third case we optimized occurs when the cacher
object has already been acquired from the name space
because of a previous unmarshal. This is done by having
The mechanism that we have described requires three  each domain cache a copy of names and their associated
object invocations on each unmarshal of a cacheable cacher objects from previous unmarshals. In subsequent
object: one to find the cacher object to use, one to contact unmarshals the caching subcontract will try to use a
the cacher, and one to determine whether the cacheable cached copy of the cacher object instead of resolving the
object is equivalent to some other already cached object cacher name thus eliminating one object invocation.
(see Section 5.2). However, there are three cases that we

4.1 Efficiency Considerations



5 The Bind Protocol
cacher 2. create_cache_objeB¥(
When a cacher receives an object to cache, it needs to objectN e @

answer three questions:

1.bind¢N" )
* s this object equivalent to an object that is already @ %%(}Qg?gle

being cached? If so, the new object can share the 4.returnC)
cached state of the equivalent object.
* What are the encapsulated access rights in the cache-

able object? These are needed for access control to the
shared cached state.

* What provider object should be used to get cacheable
data and keep the data coherent?

Cacher Cacheable OM

FIGURE 6. Bind protocol

The first question, “Are two objects equivalent?” can be
answered in most systems by using global unique identifi- ;o s The goal of replication is to allow multiple

ers (GUIDs). In this section, we will first discuss the prob- j51ementations to provide equivalent services. For exam-

lems with GUIDs and why we chose not to rely on them, e 3 client may have two file objects for the same file

and then we will describe the solution in the Spring operat- 55 yet each is implemented on different servers. For pur-

ing system that simultaneously answers all three questionsposes of object equivalency, these objects should be equiv-
alent, but if each object is given a GUID, then they won't

5.1 Problems with Global Unique Identifiers be.

Some existing systems use GUIDs for objects (e.g., CHO-5 1 3 Multiple Identities
RUS [8] and Amoeba [16]) that can be used to determine gqme ghjects play multiple roles and thus have multiple
object equivalency. If each object has a GUID, then two  jyanities. In this case, it is not possible to define one
objects_ can be considered equivalent if _the GUIDs_of the notion of equivalency for these objects. Two objects for
two objects are equal. l_—Iowever,_ we believe that this some purposes may need to be considered equivalent
approach to object equivalency is flawed. There are many \yhere for other purposes they should be considered dis-
cases where the flaws in GUIDs show up, butin this sec- ijnct For example, if two file objects refer to the same on-
tion, we will concentrate on four examples. disk file but have different encapsulated rights, should

o they be considered equivalent or not? To a cacher they are
5.1.1 Interposition equivalent since they share the same underlying state, but

client is some intermediate object that intercepts some a5 fewer rights than the other.

operations defined in the interface and passes the rest of
the operations on to the “real” object. Depending onthe 51 4 Fine Grained Objects

situation, the client or the implementation or both may be 1 Spring operating system allows fine grained objects.
unaware that interposition has happened. For example, if g, example, a complex number could be represented as
the interposed object is logging operations for debugging ap gpject. For fine grained objects we do not want the
purposes, it is important that neither the client nor the overhead of creating and storing a GUID.

implementation behave differently when being debugged.

If every object has a GUID, then an objéxthat is being 5.2 Bind Protocol

interposed on by an objectwill appear to have a different

GUID than the objedD itself. Thus, for purposes of object For the reasons given above, the Spring operating system
equivalency, these two objects will be considered different. does not use GUIDs to determine object equivalency.
This is not the behavior that we want when a program is  Instead, we must involve the object managers for the two

being debugged. objects in question to determine if they are equivalent. We
have implemented a special protocol calledutinel proto-
5.1.2 Replication col that in a secure manner simultaneously determines if

Replication is a common technique for performance, reli- two objects are equivalent for caching purposes, retrieves
ability, availability, and other purposes in distributed sys- the encapsulated access rights of the object being cached,
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and sets up the provider-cache object connection. Thus, a
cacher is able to determine the information necessary for Client
caching using a single secure protocol. This protocol was

originally developed for the virtual memory and file sys-

tem in the Spring operating system and is described in 5.returnC, rw
more detail in [11].

cacheable objecd2
rights: read-write

o
<

1get_cached_olp2)

4.returnC, ro)

2. bind(N) 3. bind(N)
Every cacheable subtype defindsired operation. When-
ever a cacher is given an object to cache, the cacher
invokes the bind operation on the cacheable object. The
bind protocol is shown in Figure 6 and involves the fol-

lowing steps:

6.returnC2)

* A cacher domain issues a bind call on a cacheable
objectO passing in a nand that can be resolved to a
cacherobject implemented by the cacher.

* The COM checks if a cacher namds already cach- cached objedC2
. . . 1 rights: read-writ
ing an object equivalent 0.

* If the cacher is already caching an object equivalent to cache object C
0, then the COM returns the appropriate cache object. 0
* Otherwise, the COM resolvééto a cacher object.

* The COM then invokes thereate _cache_objedpera-
tion on the cacher object, passing a provider object
implemented by the COM as a parameter. The cacher
responds by returning a new cache object

cacheable object
rights: read-only

provider objecP
rights: read-write

Cacher COM

FIGURE 7. Interposer error

* The COM domain remembers the association between giq re 7 shows an example of the security problems that
CandN so that future binds for objezéquivalent t can occur with an interposer with the version of the bind

from the cacher namedwill use the same cache. operation that we have described so far. For this example,
* Once the COM has a cache objédbr the given a client domain is assumed to have acquired a read-only
cacher, it return€ as the result of the bind call. version of a cacheable objgatfrom the COM. In addi-

tion, the cacher domain and the COM are assumed to

When a cacher receives a cache object as the result of a already have a provider-cache object connection where the

bind operation, the cacher can extract its own internal provider object grants read-write access; thus the cacher

cache information from the cache object. This information domain is allowed to modify the contents of cacheable

contains a pointer to cached information including a pro- objectO via the provider object. The security violation

vider object to use to acquire additional cached informa- occurs after the following steps:

tion. If a cacher is already caching an object that it was

asked to cache, the bind operation will return a pointer to a1. A client invokes thget_cached_olgjperation on a

cache that can be shared between the two equivalent cacher object, passing in an obj@&implemented by

objects. This has solved two of our problems: we now can the client.

determine if we are already caching an object, and we have

a provider object to use to get cacheable information. 2. The cacher invokes thxénd operation on the cacheable

object passing in the cacher’s nakhe

The other thing that a cacher has to do is determine the

encapsulated rights of a cacheable object. Unfortunately, 3. The client gets the bind request and forwards it on

for security reasons, the rights cannot be returned from the objectO to a COM domain

bind operation as a forgeable bit string. In fact, returning a

cache object as the result of the bind is also not secure. 4. The COM domain determines that cadd@lready has

this object cached read-write and obj@ds only

allowed read access. The COM retuNscache object

C and indicate® has read-only access rights.

1. The definition of object equivalency is up to the COM to
decide. The definitions of equivalency for the file and name cach-
ers are given in Sections 6.4 and 7.4 respectively.



5. The client takes the result of the bind, keeps a copy of The list of cache rights objects returned from the
the cache object, and returns the result to the cacher create_cache_objectll need not contain objects that
domain changing the access rights to read-write. encapsulate all possible access rights. A cache rights
object supports thereate_restricted_siblingperation
6. The cacher domain returns to the client a cached objectthat takes a desired set of rights and returns a new cache
C2that encapsulates read-write access rights object that encapsulates the given rights; the desired
rights must be lower than the actual encapsulated rights in
After the cacher returns the cached object to the client  the invoked cache rights object. Thus, as long as the
domain, the client has erroneously been granted the abilitycacher returns at least one cache rights object that encap-
to modify cacheable obje€. The client can modify the sulates the highest possible access rights, the COM can
object by invoking on either cached obj&&or on cache create a cache rights object with any needed set of encap-
objectC. sulated rights.

We solve the security problem with the bind operation by 5.2.1 Cache and Provider Object Interaction

returning acache-rightsobject instead of a cache object as

the result of a bind operation. A cache-rights object is The cacher issues requests for cacheable information to
implemented by a cacher and encapsulates a set of rights tprovider objects. These requests are done on a provider
an associated cache. The cacher can use this cache rightsobject instead of the associated cacheable object so that
object to find the associated cache and discover what rightdhe COM can keep track of which cacher is caching infor-
the cacheable object is allowed; the cache rights object is mation. The COM can use its knowledge of who is cach-
an unforgeable Spring object and is useless to any domaining its information to keep the information coherent by
besides the cacher. Thus, in addition to the cache object, invoking operations on the cache object to retrieve or
thecreate_cache_objectll returns an array of <cache invalidate cached information.

rights object, encapsulated access> pairs. The COM

domain responds to bind requests by returning a cache  Each cacheable object type may define its own provider
rights object that encapsulates the appropriate access and cache object types that have operations appropriate for
rights. The cacher can use the returned cache rights objecthe type of object. For example, the provider and cache

to discover the allowed rights and associated cache. See objects associated with a cacheable file object have opera-
Figure 8 for the state after a successful bind has occurred.tions to retrieve data and attributes and to keep these data
and attributes coherent [17]. On the other hand, the pro-
vider and cache objects associated with a cacheable nam-
ing context object have operations to look up names and
keep the cached name-to-object bindings coherent.

cache rights object

rights: read-only provider object
/6
D 6

rights: read-only,

File Caching

cache rights object

rights: read-write

©

D

One of the cachers that we have implemented using the
caching architecture is the file cacher. Each machine that
desires to cache files has a Caching File System (CFS)

rights: read-write

cache object ©
- 6.1 File Types

COM

domain running on it. In this section, we will discuss the
CFS. The details of file caching are given in [17].

Cacher

The file objects that are cached by the CFS are actually of
typecacheable_fileThecacheable_fildéype is a subtype

of the file and cacheable types (see Figure 9) and it uses
the caching subcontract. The type of object implemented
by the CFS is a subtype of cacheable_file called
cached_fileObjects of type cached_file use the singleton
subcontract.

FIGURE 8. State after a successful bind

The COM has two cache-rights objects that encapsulate read-only
and read-write access and a cache object all implemented by the
cacher. The state for each cache-rights object at the cacher con-
tains the access rights and pointers to shared internal cache state.
This state includes a provider object to use.




6.2 The CFS Cacher Object able_file object grants read-write access and the other
cacheable_file object grants read-only access.

The CFS implements a cacher object that it exports in the

Spring naming service. When the CFS receives a .

get_cached_ofgall, it first determines if itimplements the  6-5  Caching

cached object in the representation. If so, it just returns theOnce the CFS has returned a cached_file object to a client,

cached object. Otherwise the CFS follows the previously all future client invocations on the cacheable_file object

described bind protocol to find a cache for the cacheable will be sent to the CFS. The CFS caches file data and file

object and discover the cacheable object’s encapsulated attributes and attempts to respond to all requests using its

access rights. Once the bind is done, the CFS constructs agache. The CFS actually uses the virtual memory system

object of typecached_filghat it implements and returns it to cache file data; details are given in [17].

to the client. This cached_file object will encapsulate the

proper access rights.

7  Name Caching

File objects inherit from the Sprimgemory objednter-
face which defines a bind operation that is used by the The other cacher that we have implemented using the
Spring virtual memory system. The CFS also uses this  caching architecture is the naming context cacher. Each
same bind operation to implement the bind protocol machine that desires to cache naming operations has a
described in Section 5. Caching Name Server (CNS) domain running on the
machine. In this section, we will discuss the name cacher.

6.3 FS Cache and Provider Objects

The file system defines its own cache and provider objects/-1 ~ Context Types

which are exchanged as the result of a bind operation. The )
cache object is of typs_cacheand defines operations to The context objects that are cached by the CNS are actu-

keep file data and attributes coherent; this object is imple- 21l Of typecacheable_contexThecacheable_context
mented by the CFS. The provider object is of type ty_pe is a subtype of the contgxt and cacheable types (see
fs_pagef and provides operations to allow the CFS and Figure 10) and uses the cachllng subco_ntract. The cache-
the associated virtual memory system to get cached able_context type defines a bind operation that can be used

attributes and data from the file. by the CNS.
. . context cacheable
6.4 Object Equivalency
Two cacheable_file objects are defined to be equivalent if
they share the same server state. However, the two objects cacheable_context cached
may have different encapsulated access rights. For exam-
ple, two cacheable_file objects that reference the same file
on disk are considered to be equivalent, even if one cache- cached_context

FIGURE 10. Context type hierarchy

file cacheable

) The type of object implemented by the CNS is a subtype
cacheable_file cached of cacheable_context calledched_contexObjects of

\ / type cached_context use the singleton subcontract.

cached_file ]
7.2 The CNS Cacher Object
FIGURE 9. File type hierarchy

When the CNS receivesgat _cached_olgall, it first
determines if it implements the cached object in the repre-
sentation. If so, it just returns the cached object. Other-
wise, the CNS follows the previously described bind

2. The Spring file system and the VM system refer to a provider
object implemented by the file system gsagerobject.

10



protocol to find a cache for the cacheable object and dis- domains. Thus, we expect that many and possibly most
cover the cacheable object’s encapsulated access rights. objects in the Spring operating system will be acquired
Once this is done, the CNS constructs an object of type  from the Spring naming service. The name cacher will
cached_context that it implements and returns it to the cli- cache frequently referenced name to object bindings. In
ent. This object will encapsulate the proper access rights. order to avoid paying the bind overhead each time that an
object is retrieved from the name cache, the name cacher
contacts the local cacher domain when cacheable objects
7.3 Name Server Cache and Provide enter the name cache (see [18] for details). Thus, the bind
Objects protocol cost is only paid once when a cacheable object

Name servers (object managers that implement contexts) first enters the name cache.
define their own cache and provider objects that are

exchanged as the result of a bind operation. The cache

object is of types_cachend defines operations to keep 9 Related work
cached name to object bindings coherent; this object is
implemented by the CNS. The provider object is of type ~ Caching of objects has been used for many years in many

ns_providerand provides operations to allow the CNS to ~ Systems. However, the only system that has a mechanism
cache the results of name resolutions. similar to Spring’s caching architecture is CHORUS|8].

Like the Spring caching framework, CHORUS also uses a

separate domain per-machine to provide file caching. The
7.4 Object Equivalency CHORUS system dynamically binds to a cacher through
Two cacheable_context objects are defined to be equiva- the use of @oherentapability. When an object is created,
lent if they share the same server state and the same encalbcontains the known port of the local cache manager. All

sulated principal. However, the two objects may have invocations on the object will be indirected through the
different encapsulated access rights. local cache manager. Each object is identified by a GUID

that can be used by the cacher to determine object equiva-
The encapsulated principal is important for lency.

cacheable_context equivalency because the encapsulated S

principal of the object resulting from a resolve operation ~Although the CHORUS mechanism is similar to the
depends on the encapsulated principal of the context usedSPring mechanism, the Spring mechanism has several
to perform the resolve. Since the name cacher caches the @dvantages:

results of resolve operations, two cacheable_contexts cans |t provides a general architecture that can be applied to
not share the same cache state unless the two cacheable-  mnany types of objects; it is unclear from [8] if CHO-

contexts share the same encapsulated principal. RUS provides a general architecture or an architecture
that is specific to file caching.
7.5 Caching * It does not require a GUID per cacheable object.

The cacher is identified by a name instead of a specific

Once the CNS has returned the context object to the client,”
port number.

all future client invocations on the cacheable context
object will be sent to the CNS. The CNS caches name to
object bindings and attempts to respond to all requests

from its cache. 10 Status and Future Work

The Spring operating system is currently running native
on SPARCstationl 2 and SPARCstation 10 machines. We
have implemented file and name caching using our cach-

The implementations of caching that we described in sec- INd architecture on the Spring operating system. File cach-

tions 6 and 7 require one network access on each cache hif"d has been in use for over a year and we are currently
We would like to eliminate this bind overhead in the nor- (€Sting & new version of our name caching implementa-

mal case. Fortunately, name caching can assist in reducingion- The old version of name caching used all of the parts
the bind overhead. of the caching architecture except the bind protocol. Our

new version has been modified to use the bind protocol
instead of the less efficient mechanism that was used in the
old version.

8 File and Name Cache Interaction

We expect that the Spring naming service will be a very
common way for domains to export objects to other

11



One area of future work is in using our caching architec-

ture to implement caching for other object types. Another
area of future work is in trying to develop library code that
can be shared by the different caching implementations.

Since all caching implementations are built with a similar
structure by using the caching architecture, we should be
able to write a set of libraries that will ease the burden on
cacheable object implementors.

11 Performance

The goal of the Spring caching architecture is to make
caching available to many types of objects so that perfor-
mance can be improved. The actual effectiveness and per
formance of caching will depend on the particular type of
object that is being cached and on the particular implemen
tation of caching for the object. However, in order to give
an indication of the effectiveness of caching, in this section
we show some simple measurements of the performance
of file caching on the Spring framework.

Table 1 shows the performance of some simple operations

on file objects. The column label®dthout Cachingon-

tains measurements of operations on a file object where the

operations are not cached by a local cacher domain; thus,

the measurements show the cost of going to a server on a

remote machine. The column label&fith Cachingcon-

tains measurements of operations on a file object where all

operations are handled by a local cacher domain; thus no
remote operations are required. The measurements were
taken on two SPARCstation 10/42 machines running
Spring native on the hardware.

Without | With
Operation Caching | Caching
read 4K 6.6 ms 0.17 ms
write 4K 6.8 ms 0.16 ms
get attributes| 2.5 ms 0.11 ms

TABLE 1. File system performance

These measurements show the potential effectiveness of
caching. Reading and writing file data is almost 40 times
faster with caching than without caching.

12 Conclusions

The Spring operating system provides a general caching
architecture that can be used to implement caching for all

types of objects where caching is appropriate. The caching

12

architecture would have been very difficult to develop in a
non-object-oriented system because the architecture relies
on both data encapsulation and object inheritance to
achieve its effects. We have used this architecture to
implement both file and name caching. We hope to use the
architecture on other types of objects as well when we
determine that caching would be helpful.

Initial measurements of caching using the caching archi-
tecture indicate, as expected, that caching is effective in
reducing network overhead. However, the measurements
of file caching performance that we have given are only an
indication of the effectiveness of caching. We need to per-
form much more extensive performance evaluation to
determine the actual effectiveness of caching on overall

system performance. However, we expect, based on the
past successes of other systems that have employed cach-

ing, that caching will be very effective.
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